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ELECTRONICALLY CONTROLLED SHINWOO ENG.
KR2002083090A 6
AUTOMATIC BLOCK SYSTEM CO
SINGLE TRACK AUTOMATIC BLOCK EAST JAPAN
JP2002178922A 5
SYSTEM RAILWAY CO
AUTOMATIC BLOCK CONTROL DAEDUCK
KR2004009628A 4
METHOD FOR TRAIN ELECTRONICS
SYSTEM AND METHOD FOR
BLOCKING EXECUTION OF MALICIOUS
CODE BY AUTOMATICALLY
CRAWLING AND ANALYZING
KR1070184B1 WINS TECHNET 4

MALICIOUS CODE THROUGH
MULTI-THREAD SITE-CRAWLER, AND
BY INTERWORKING WITH NETWORK
SECURITY DEVICE
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[ 2-4] 2% AAA #5

GRICE S
Tz A FeAm | AnE | 9= [ ASA | A=d
‘MO~11 148 477 %0l 302 120 6
'15~'17 1,699 A7 6/ A3 143 3

% A&/ ZE 2] UNIFE(Union des Industries Ferroviaires Européennes, -5 2 =xFod )
* TENEI(2013). MEE Fed g nda F42719 S48 22013612004 A&

(2) Railway control command & signalling (A7F/70 & A1)

O #HX Ala%21(Control command and signalling) ok ZAA Al5F/70 A %
(New development and upgrade market)< 20113 ¢F 64.1¢] H=Z(eF 9.2%%)
olH, 20161 A7+ 4F H3t 35% 71 ASR odFH (¥ E# © Worldwide
Market for railway technology, 2012, =<4 SCI)

[ 2-5] Control command and signalling (New development and upgrade Market)

Region (Eul\é%arrﬁig/r?/li.g%) NEEm=0 %ﬁ?ﬁﬁ%

Western Europe 2,440 (3,520) 38.1% 3.7%
Eastern Europe 400 (577) 6.2% 16.3%
North America 510 (736) 8.0% 14.4%
South/Central America 240 (346) 3.7% 11.9%
Asia 2,030 (2,928) 31.7% 6.9%
Africa/Middle east 430 (620) 6.7% 13.8%
CIS 160 (231) 2.5% 15.7%
Australia/Pacific 200 (289) 3.1% 34.4%

Total 6,410 (9,246) 100% 3.5%

O AFAHer B HAF&2 MrHdt ofrletE §d 49 69.8%= 453 =
A YU e AFES SF/H 8 FG4.4%), 511 (16.3%), CIS(15.7%), &
1(14.4%) 5 A7Eol AxsHA &S A9l ZA vt lev, AaF
(3.7%) 3 oFAI0}(6.9%) & Aol Adsd AgolM= WA el Sl

N
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(27 2-7] A= ATFA wof 2AA A1 A& (9

Australia/Pacific

Cis

Africa/Middle east

Asia

South/Central America

Morth America

Eastern Europe

Western Europe 3.7%

), At/ A% (2011)

34.4%

0% 10% 20%

30% 40%

[ 2-8] A= NSS4 ZoF 2AA A Ad-&H), Avt/A% A1 (201D

O T3k AAE HAHF8<S 29 China Railway Signal & Com, Siemens, Thales,
Ansaldo STS, Alstom, Invensys, Bombardier 5 Z% A3 %A g4 2@ A%

S A S Aol =4 vEda e

Worldwide Market Shares by Supplier Control Command and Signaling

2007-2011
New Development and Upgrade [EUR million]

16%

15%

B China Railway Signal & Com.
| Siemens

E Thales

# Ansaldo STS

8 Alstom

O lnvensys

O Bombardier

0O Cther Suppliers

Current market volume:
~ EUR 6,4 billion p.a.

S SCI Verkehr GmbH

[ 2-9] A= ATSA 2ok 2AlA A1 Aia(FA9), At/ 70 A% (2011)
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(3) Railway control command & signalling (F-A X.=/2LA] A %)

O HX AlF%FA(Control command and signalling) ¥°F A4l AR5 2 W
Al(Renewal and Maintenance) A%< 79 2011 ¢F 6829 fF=(¢F 9.8%¢)
olw, 2016\ 7FA] 4 At 31% FT7HE Aoz o F¥d (% =4 Worldwide
Market for railway technology, 2012, =<4 SCI)

[ 2-6] Control command and signalling (Renewal and Maintenance Market)

Region Market Volume Al e AHTNGE

(EUR million/A 9 ¢) (%) (201172016)
Western Europe 3,260 (4,703) 47.8% 2.3%
Eastern Europe 800 (1,154) 11.7% 2.9%
North America 425 (613) 6.2% 2.0%
South/Central America 60 (87) 0.9% 5.4%
Asia 1,240 (1,789) 18.2% 5.4%
Africa/Middle east 115 (166) 1.7% 6.7%
CIS 720 (1,039) 10.6% 2.8%
Australia/Pacific 200 (289) 2.9% 3.4%
Total 6,820 (9,838) 100% 3.1%

O AVAHoR BY, AHES ARAN olAlolE: e A% 66%2 DEaA B
et e A4Ee obmasl/EEe] 67%2 /b AW, opAokE 54%
2 7 JEE Aew nol ¥ ofalolrt el Hop AlglA A =

Ao A%

Australia/Pacific
(2.9%)

S

Africa/Middle east
(1.7%)

[28 2-10] B AZEA 2ok 2AA A Afra(H ), FAR/A4 A% (2011
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O Data® +4
- Data Header 7-% (8byte)
[ 3-10] Data Header %

=
<

DATA
BYTE 23
07 D6 05 D4 03 02 D1 DO
0 character
1 s character
2 (10) character
3 character
4 SEEXID SEEX DRYS (AT )
5 HENSEH | F/COIA | HIOIE ENEES H sS4 23 12
6 K1 &kEH RUN Aol M2 algla ZNET2 ZNETH
; 230/ m e seoldy Sge Steiol ™A o=l
=ces 2y o B BRI Of £ SLEMO
- 9¥3% : BYTE 0 - BYTE 3
> 9 59 ID+= character 4byte® & 3slo] Al
> qWMEY PRt B B 2434 ol R TYu
AT EA7F gl Aol [0lbyteE space(0x20) 2.2 7S A 51
A g
- @44 ID : BYTE 4
> 7} A ngUs
> gol AEgon HAH
- ARAFA
[ 3-11] BEAEA
BYTE D7 D6 D5 D4 D3 D2 D1 DO
5 ZEHZIAl | Aol el R EA AFSA 27 17
> DO : o] ARE7F 1A CPUA dFsk= Aol “1I"= AA
> DI @ o] ZE7} 27 CPUNA HFet= Zeold “1"= A
> D2 AZFEAC i dEE 2 (1 A, 00 25)
b D4 AR RE AR oHD R A (ATS £EA40 2 HAE A
*é%b
> Ao A o] AAFE T (10 A GE, 0 FAISE)
> ‘d% A e Ao deolEzt 19wl v &35 2hs gt
> D7 1 @A CPUZF FAR F2&sod 1", t7Aeld 0"s 24
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°%)

> BYTE 62 D7 : #2119 ServerAl7}F A 52 (10 A 00 &57)
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> D3 : 3o o1H e Sk ik Als ol {5 AR (18 JdFAAA A3

W gEA of elay94 BE (10 Ak Ao e
\r-
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=
et Az 7 FR (I ARGl 2= )

- "ol Zeo] : 0 Byte

- AN ZA VBT F7]H 02 (400ms) B A FA ] AL}

- AFFAA o FAAE dF44R AHE OP CODE(0x21) 2 3#38te] Ao &=
2 AE3

- JAA ] duAA = EHSHHAAE OP CODE(0x20)2 §-938te] Ao
A2 AE e

- @AY FAAE A=A F AR Wb gloew PollingZ #HAGle] SA
OP CODE(0x22)2 Ao A2 HAE3},

O Az7] A (A&7])

Sl e AAAGA] - A A]
- %A W2 L TCP/IP

- OP CODE : 0x12

- Aol g A AAre] AR Fejol whet AEE Aofstn AEAlo] JuF
Aol At

- ARRA e FHAE A99A 489S OP CODEO2)® Ao 34 2 A% e}

- @A) ol gA = ZY el AAE OP CODEOx20)2 Aol 4= Aat
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b

0
ar
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[¥% 3-17] A1&7] Ao bit 24 WY
A 07/03 D6/02 D5/D1 04/D0
AS 1 0 0 0
R 0 0 0 0
YY 0 0 0 1
Y 0 0 1 1
YG 0 1 1 1
G 1 1 1 1
- ATS Ao
[3£ 3-18] ATS Alo] Zx
BYTE 07 06 05 04 03 02 D1 00
12 X/t G YG Y YY
> GG o] ATSS dAl Ao HEHS A
> shY 4bit(DO ~ D3)E A sE AA3
> D70 AW, GFF Ao By TR 0N, 1)
- ATP Aol : BYTE 3 - BYTE 4
- ATPAI & F71 AAZ(FFH )
- AR
[ 3-19] &=AHEA
BYTE 07 06 05 04 03 02 D1 00
15 G YG Y Yy
b EEAS A S A AF
> DOD3 @ £xA3 A4 gk
- Reset
[3 3-20] Reset HH.
BYTE 07 06 05 04 03 D2 D1 00
16 MO bit HEHM RESET
> Reset #]o]
> DO @ dAFAAE Resetst”] a4 o] bitE “1"= HA
> D79 Alofbit7} “170] o}y o] HH = FA|ghr,
> D3 AREAE ALA ) AsA o] bitE 1" 4A
> D79 Alofbit7} “17¢] o}y o] H X = FA]ghr
> D7 @ AFAAAE Resetdt”] $siA o] bitE “1"= HA
> o] bit7} “0"e]™ DO, D1 AlE A AHst= HWHE FA ST},
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[Z28 3-10] A7]71eA A28 Qe #o]

- AAo] A x2] AKH o] BODYZ =+= Data Header®} Data® -4 ¥t}
Q A 8 2F
EE) gu W& 5% | eI
(Byte) (Byte)
STX 0x02 1
LEN STX ~ ETXHAA Zo]( (54xN)+10+12 5
HEADE ) 4
R
SEQ 0x01 =~ OxFF 1
OP CODE 0x71, 0x72, 1
DATA
Head 5 5
BODY eader
Data 7HH (54xN)+10
1(Low)
- LEN %] DATAZA 9] W92 o
2 S A : 16 12 5 o A}
R
ETX 0x03 1
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g 2R Hel At
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@ @ @ @
465
482
(29 3-12] BF7] 99
[ 3-22] AF7] AL
T 2 A%
ol & 7 oF AC 220V, 60Hz, &7
ob 3499 AC 176V™264V
At 2 AR DC 24V / 10A
o et ZEorAgw
| o ==t AR EFE e 05%0])
(line regulation)
Sl oFA =
Foll gk <FA AR ZE A 190U
(load regulation)
W 2o Ao} JAR3 A 2400V ol st (F x| 9F H A X 1%)
ot 249 ~10%+15%
5 g 8096 0] 4
s 0 sl ACHHEATCA), F2, 9 2471, AU 294,
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CPU E5& AsAoA-e, v 9 ¢
8o AE A 2 AA V)5S sto]of 3t}
> Az Aol DBl <3 /&8 Al
> 91/%& 9 Fail-safe &
> A7) A 7)E
> A& Aol DB vt} =4
> EMAl AR B
> AZE 7] A
b7 Ad H B XY - FARSRE AV

CEREL

[¥ 3-23] CPU 2E A}k
T & F 9 AL &
& CPU 400Mtz, 32bit
DRAM 512MByte
SRAM(battery backup) 2MByte
7118
(Memory)
ROM(EPROM) IMByte(Flash Memory)
Flash  Memory 16MByte
EAXAXTE RS-422 871
. *7]3}(Reset ? TARA G (M), FEA S (A
ZIEATE A TP L L O R
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- Aol A Ve w AP TS WA AAEn dde] g2 RAM, AlS
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T A} &

o 5L 2] 128kbyte
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- R ELS SystemZ A2l do]E 9 Address 183 Z2E ZEE ANSE CPU
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M EE-JIS BE £ ol&sto] Wzo AFQ)etAl Hol
of M2E Foto] Z+F HolH S AATES A2 wghdin
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system BUS #|A]¢l IEEE 1014-1987 VME(Versa Module Eurocard)- BUS F
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A4g wpea gl
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