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Move B 4 _level0  elementlD  Signaller  Mandatory
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panka
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| 3.3.3 Movement of trailed elements
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Standardised commands in DOORS
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Subsystem TDS
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Subsystem Generic 10

Requirements specification for subsystem Generic 10

SCI-RBC

Requirements specification for SCI-RBC

SCI-CC

Requirements specification for SCI-CC
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Subsystem Light Signal | Interface definition SCI-LS

Subsystem Point
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Interface definition SCI-ILS
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Subsystem TDS

Interface definition SCI-TDS

Subsystem Generic 10 | Interface definition SCI-I10

SCI-RBC

Interface definition SCI-RBC

SCI-CC

Interface definition SCI-CC
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IP_based Railway Interlocking in Korea
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SUMMARY
The project “Development and Commercializaton of IP-based Raiway Interiosking in Kores™ is part of
FSRA(Raikey Signal Research Association)'’s ressarch into the applcaton of IP-based milway intedocking
sﬁam engineering for railwayin Korean signaling system.

with Korea Rail Network Auhority as infasinchire manager, RSRA is paricipating in the IP-
hised railway interboking in Korea project i develop technical inferface standards for sgnaling equipment
Nowadays, railinFasiuciure i, facad wih move and more diversiy when mievfacing subsysiems, caused by an
incraasing number of difrent supphiers in replacement and renewal projects Especially modifing electonic
systems o with the sosts i Asnawmmgdaswhyusmg

temet-based iechnology. Th ise the-

diagnasis. These imavasons can hejp io achieve the gm ‘Sally and efcency requirements of our
busyraiapnetwork.
A research and devebpment of ERTMSETCS Level 2in Korea, which is #he government-ed project fllowed by
KTCS-2[ETCS-2), has now been i i {5t siage since Apri 2015 and will he confinued uns) December 2020
under the respansibily of Kores Rail Network Authority. IP-based railay inferlooking il hie used. for the
‘sandardization ofthe interface between ETGS-1, 2, 3 and interboking with sight modifcation of data packet

1-+ INTRODUCTION

Technalogies ofraiwoy signaling system have been concentated in high speed and high densily ¥ain servioz on
o 25 of e daveomant of nehork khmiogy (comeuar & cammuncaton) nd sraieg cankel
fechnalagy. The i sgnaling paint
and rack crcuitfor sak2 and ragid ain npalaﬁm and shunng in a siafon. Also buld database using comguler,
‘safiwars, handing a ¥ain rouls by mubially interiacking f1e logicto preventialse or igal aperatons in handing
signal equigment And mare basically, it should kil a sake operafon of bains b avoid devaimentar collision of
fains.

In s siudy, e inferiocking sysiem 12t conbols 3 roule i diverse train apenon nvirnments in Koma has
besn devabpad inbo a distrbuted 1P (iniemet Praincoll baszd network system from 2 comvenfional elay-based
cenvakized inielocking system. flsg, safely and rekabilly have been verifed firough an en-rack feston e
integrated raimay testeack and jzaton oftre 5 on f1e P-based raiway
interiocking has been carried orward Afier e speciicaion of e IP-based raiway interbcking including fie
interéaoe standard specication is stindardized based on KRS (Karean Radway Standands), itwill be apphed for
conventional, high spesd and wban rainys including KTCS-1, 2 and 3 (ETCS-1, 2 and 3] appeximately fam
2022 for commerciaizaton

2+ IP-BASED RAILWAY INTERLOCKING

af convantional raiway, for examgie, it inerfaces wilh vasous kinds of equigment such as CTC (Centd Trafic
Cantal], REC (Radio Block Center), LEU (Line side Eleotio Unif), TLDS (Track cirou Level Detectan Sysiem)
214 sk Howsver, in case of urban raiway, e inkriocking sysiem i ggsraed i associston Wik nrs
(Autamate Train Supervision), ATO, CBTC and 30 on, which

addison, high speed raiwa ing (IXL) and automatic ram
conirol sysem (ATC] haaviy neies on hoeign cmogies i e fechmology wansie has it been rad 50
far.

In s croumstance whers inferics Wil comglex and muliple exiemal sysiems has been periormed and
standards & rukes for inferface are not cansisient among supgiers, he eleckanic infercling has been more
facusing on interface wi #an on asake | which isis original funcéon. Accoxdingy,
s siudy aims b -mme salety of 2 fain apelaiﬂn by Ganskucing shechonic misfachng sysm 3
diswibuted = n = .
and develop a bexle orm af sy,

244 Appiisd Standards
«—s KRS(Korean Radway Standanis| 5G 0015-17R) Eleckan inkeriocking
-~ EULYNX Bassiine 3

242+ Cumant Status and Analysia

In Europe, raivoad cperatrs have besn workng on i project fr develapment of P-based slechanic
interlocking and stindardizafion and commerciiizaton of iniriace on fie basis of Eurs Inizriocking (1990 o
2008), NESS (imtegraied European Signaling Sysiem {2008 to March 2012) and up to EULYNX Project {since
zma] Bassine 3 speciicaions have been jssyzd i Decsmber 2018 and moe documents will be leasd in

The capacily of an exising interlacking system in Karea is dependent upon e confguiafion of a sisfon. The
capacty for maimum cperafon £an b confgured wih 128 sgnals, 128 pants and 256 back crcuits and i is
constucied in 3 canbaiizad way to slecwically ssparaie e rsby usad for e iieriioe between slechonic
interiocking devices and local devioes in order o direcly conbdl each local devices. In case of he exising
system, it perfarms local nierface usng e rsby for 3 ain convol i 3 way b mierface one wlay for one
informaton and dispiay and conira lacal operations by receiving S3ch i wilt an ingut cawd to monitor
spensans and lacal bkifes. Ta exshange informafian betveen elechonic imteriocking and lacal devices,
mulfgle signalling cables are connecied as indridual paraliel mformation betwesn interiocking rack and relay
rack And fian in e relay rack, apemiing infarraon of each lacal devic is connecied via a physical circuitand
transmitied 10 3 local devios a5 elecical signals (AC, DC to run e local devics. For eleckunis infsrociing, an
inputiouigut cand and 3 relay rack for contral 2 connecked infermally using 3 cabie less fan 20 m and each
local devioe is conolied by placing 3 conbol cable less hian 2 km t connect and oontel fie internal conbal
relay and local devioss.

22+ IP-based Railway Interlocking

The IP-based raiway interiacking has besn impimanisd in o distibuled way atuses a local conirol devios (P
conirol unif]for interiace with 3 yackside signalling deviess, insiead afa relay. The local IF canbol unit canials,
Jogal devioss such as bght sgnal, pot by direcly connectng wilh fhe netaork using 3 redundant opscal

communicaton. s, als desianed, b conval mulfple siafans at a distant interal by exiending e inisdocking

conirol distince up 1o 40 km. AN #iz sysems Jre confgued in 3 redundancy o inceaase avaiabilty and 2ach

system oantrl is compeised of CPU cerfied wilh SIL 4. Besides, e Network Management Sysiem (NMS] i,
inadymi so it an aperaior can monior and canbal fe sysiem operaion Bom 3 remate place using 3 distant

netwark and 3 diskibuied sysiem, which in fum mokes if passibie o monitor and handi sbstacles or abnarmal

aparaton during e operaian

224+ System Gonfiguration

21-5 Overview Figure 1 shows fhe confguraon dlagalnnflle P-pasad rziu)ymelhdmgsys\em
Usually, e i ing system in Karea 3 #rain route in 2 stafon but - The i fre ic i e
alsa e in conmecton with d Incase +—» Opan Nstwork  To i CTC, RBC, adjacenti = ing devioes, s
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v EULYNXe] Aot &

Dear Project Officer of EULYNX project,

After visiting demonstration booth at the InnoTrans 2018 in Berlin, we would like to thank you all for your kindly
explanation and demonstration of future railway signaling projectin EU.

We, Hyukshin Engineering in South Korea, have been surveyed the EULYNX project phase since the EULYNX project
lauching time, and now we made IP-based Interlocking object controller module by ourself and demonstrated at the
InnoTrans 2018 Exibition{Hall 5.2/101). Currently, we are developing system and communication software based on
EUL¥XN specification 2.0, but we think that there are still ambiguous and not explict protocolinside of EULYNX
specification. {e.g. packet transaction timing between I1XL and object controller)

Unclear things to implement EULYNX protocol that we found are as follows:

After discussing with an engineer of VRS, they implmented object controller which handles one Point
machine by using one IP address. If they want to handle more Point Machines, they said they need more
IP addresses. Is it correct guideline of EULYNX protocol ? We could possibly think that with only one IP
address, it is possible to handle several Point Machines by adding controling data together within one IP
packets. Why this ideas is not welcomed to those who implemented object controller?

That's all my humble questions to you after visiting EULYNX demonstration booth at the InnoTrans 2018.
Thank you very much.

Best Regards,
Sungyup Nham

v EULYNXe)A ¢ ©#

Dear Sungyup Nham,

Thank you for showing your interest in EULYNX. We are very pleased to see developments based
on EULYNX standards.

| apologise for a delayed response, the consortium is currently very busy with final activities
hefore publishing Baseline set 3.

The understandingabout individual addressingis correct. Our goal is highly distributed
architecture, which allowsfor full flexibility and exchange of components from
different suppliers. When we bundle more objects over a single interface/object
controller, we are creating a smaller interlockingon more distributed basis, but making
is very challengingto exchange individual components between suppliers.

I hope this answer sufficiently explains the intentions.
Further, I invite you to join our bulletin board (bb.eulynx.eu), where technical issues raised by
suppliers can be addressed.

Best regards,
Mirko Blazic

Technical Lead / EULYNX Consortium Office
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=1 [Development and Commercialization of IP—based Railway Interlocking in

Koreal]

Devel jalization of ASPECT2019/47

IP-based Rﬂllway Inlerlocklng in Korea

Author |_Kgy-520, Lee, Chairman, Raiway Signal Research Associaion
Autror 2 Kyung-Rean, Hwang, Serior Smgineer, Raiway Signal Ressarch Associafon
Autror 3, Dong-i, Sung, Senior manager, Korea Rai Network Aufiosty
Author4_JegngK, Hong , Senior Enginser, Radway Signal Ressarch Assacizian
Author 3, Young-ig, Padk Asst Engineer, Raiway Signal Ressarch Assacizion
SUMMARY

The project “Development and Gommercializzicn of IP-based Railway Interlocking in Korea” is part of
RSBy Sinal Rmm Assosistion|’s ressarch inio the appicaion of IP-based milway intevocking
e engi in Korean sgnalkng syste

with Korea Rail Network Autharity s infaskucturs manager, RSRA is parfoipatng in the IP-
P railway interboking in Kovea project o interface standards for signaling equipment
Nawasays, raiinvasiuchu s facesl wh mae and mare sversiy when misrsong subsysiems, caused by a0
inoreasing number of diferent suppliers in rephwm!aﬂd renendl project. Espedially modifing elediraniz
systems for e cosis.

technology: This makes it possible o use the. itor
diagnasis. These imovations san help to achieve the syt noreasig sah@yzndeﬁaeﬂey requirements of aur
busyraituay natork.
A research and devebpment of ERTMSETCS Level 3 in Korea, which is the govemmentled projedt folowed by
KTCS-2ETCS-2), has now been n is 1) siage since Aprl 2016 and wil be coninued wi December 2020
under the responsiiky of Korea Rail Network Authory. P-tased raihay inerlocking sl 58 used, Bt the
ETCS1,2, ierksoking with s icasion of data packet

1- INTRODUCTION

Sanaing, 2ed and high densily rain senvioz on
e hasis of e devlpment of retork kwmhgy (comguter .'. mnmm] nd sgaling canol
Edmlhgy The inferiacting syste # pamnt
sakz and rapid ¥ inashio using comaer.
Mmmng a¥ain route by
signal squipment And mare basically, it should §fl 2 safe operafion of ¥ains o avaid devadmentor colision af
fains
in s shudy, ;e inferiocking sysiem hai contols 3 roule n diverse iraim operon emrnments in Koma has
besndzvened into a diskibuied 1P (inemet Protcollbased netwark sysiem fom a conventonal iay-based
ceniraized mislocing system. Afsg, sa%Yy and rakabily have been vented hrough an on-¥ack st on e
ack and sanaing based on e P-based raiway
interlacking has been camied bmord Afier e speciicaton of e IP-basad raimay inieriacing inchuding 12
inferiace standand specoatn i sindardized based an KRS (Korean Raiway Standards),itwill be apphed for
conventonal, high speed and whan raieays inchding KTCS, 2 and 3 ETCS-1,2 and 3] agpmimately fom
2022 for commercializatan

2+ IP-BASED RAILWAY INTERLOCKING
21 Overview

Usually, e inkerlacking sysiemin Karea performs its arginal funséan of caniraling a bain route in a siafon but
als0 assumes a safe ain operaion in connecian wilh vanous and comglex exiemal am conkrol sysem. n case

‘af convenfional ralway, for examgie, il interiaoes with vasous kinds of equipment such as CTC (Centdl Trafi
Cantol], RGC (Rado Slock Cantey), LEU (Line side Electre Unif, TLDS (Track crcuit Level Detecton Sysiem)
and gk, However, in case of urban raitway, e inkeriocking systm 5 0peraled in assocafion wil ATS
{Aukomafo Train Supervision], ATO, CETE and 50 on, which are diferentsysiems from comventonal raiay. n
addiion, (1%L} and

conbrl sysk (ATC) hasvly reies o Svaign kamobgies and he Ldhnobgy banskrhas nof been mode sa
e

In this Groumstanos where inferiace with comglex and mulipl exemal sysiems has been performad and
standards & ries far inkerizos are nol consisient among supgliers, he eleckonio inerding has been more
facusing an inferface with exiemal sysems fian on a s roule canbol, which i is original funcian. Accaddingly,
#is sudy aims © immve sty of 2 i oparaton by osmsrucin eeceonis mericcing sysem n 3
diskibuied 2 s P-tmssd iy sysk
and develop 2 exbie trmof sy

240 Applisd Standards
-+ KRS(Korean Raiway Standands| 5G 001547 [R) Elechoric inieviacking
+—+ EULYNX Basefine 3

243+ Cumant Status and Analysis

In Surope, radroad cperatrs have been warkng on e project for development of P-based eleckonic

interiocking and stndardization and commercilizafon of inferiics on fha basis of Euro Inkeriacking (199 b
2008, INESS (Inkegrated Ewapean Signaling System {2008 fo March 2012] and up b SULYNX Prject (snoe
201). Baseline 3 speciicaions hays heen fssyed in Decamber 2018 and mos documents will be eleased in
2013

The capacity of an exising inkiocking sysiem in Korea i dependent upan e configumtion of a siafon. The
‘capacty for mazimum operafon with 128 sgnals, 128 painks and 355 back cireuits and it is
consiucied in 3 cnvalizad way fo slecwically ssparaie e reby usad by e nierice between slachonic
inferlocking devioes and local devioes in order fo drecfy conirdl 2ach lacal devices. bn case of e exsing
sysiem, it pariorms lacal mierixce usng e reby for 3 bain conbal i 3 way kb inkeriace one mlay for one
informaon and disgioy amd contal local operafions by recsiving S36h infrmation with an input card fo monitor
aperons and local fackibes. To exchange nbormaton between eleckanic mizracking and local devioes,
mulfple sgnafing cables are connscisd 3s individual parsbel informaton btusen -uemuu@ 12k and relay
rack. Ang gn in i relay rack, apersing information
#ansmitied 1.2 local device as electical signals (AC, DC} o run e local devioe. Frelemni:i!mhd'mg,an
inputioutput card and 2 relay rack for cantol ar cannectd infermally using 2 calie less fan 20 m and sach
facal devios s oonkulked by placng a contol cablke less fan 2 ki & connect and conbol e intermal ool
relay and losal devioes

2.2-+ IP-based Railway Interlocking

The P-based raiway inferiocking has besn implemenied in 2 distibuted way hatuses a local conirol device (P
‘cantrol uni) for inferface with 3 frackside sgnalling devices, insiead ofa relay. The local IP contol unit ganfels,
ozl devoes such as bght sgnal, pont by dirscty connacing wih e nstwork using 3 redundani opbeal
communication. 1 i3, ke desianed o control muliple stifons at a distant infenal by exiending e infedocking
canbol distance up 1 40 km. AN #2 Sysiams 2= coniqued. in 3 redundancy 0 increase avainbisty ad 2ach
sysem conkal i comprised of CPU cerfed Wi 5L 4 Besides, e Nebork Managemen Sysem [NUS) 5
=0 hatan op manite and contal e #oma
metwork and 3 distibuted sysiem, which in fum makes it posstie o monitor and handi chstacies o sonommal
aperafon during iz aperion

221-» System Configuration
Figure { shows he

1P-bassd raiway i
ws The consising ing and i g i e
-+ Open Nemwprk: Tointeriace with CTC, RBC, adjaventinteriacting, level crossing devices, et
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WAH AHE T e 0x0026 | ajife] oiar(shEd) AE HAA A% ghw
wAl A ‘%713 95 0x0023 AE HAIA A ks
E 49 SCI-XX-PDI HAIAE+Y
D FA E A AEd
- SCI-XX <QlEdelxe BE ZEA fAGIEW)S &9 F& sEAuxz
28 g,
o 7} A A] EFS el o ARE-E AEALE #] A sljok gk
- Ao Ag, A o ATEHE AFAS AEslof dhit,
o 7Rt A, FA el 93l AT E = 7S HEAH(Sub_ID) & AFE-sljoF
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5) Hol2E : HolREx TAl A (FEY) ol k= AR JNAE ST

(6) SCI-XX.PDI &l 1%}
o] “PDI-WA A" o ois A 13 4o
- 2 "y 132 "Cd_PDI_Version_Check" #i= A X 35 & (InformationFlow) &
T-A s}5
gy g3 $A52 a5 PDI M-S AlA stes Q3 st

» "PDI—-Version Check" W] 38 ¥ 3t :

Byte—Nr Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit O
00 54 Z2EZF B9 (1 Byte binary)

01..02 WA A EF]]: 0x0024 (2 Bytes binary)

03..22 %2 29z (20 Bytes ISO IEC 8859—1:1998)

23..42 Sl 2182 (20 Bytes ISO IEC 8859—1:1998)

43 A= PDI-H A (1 Byte binary)

¥ 50 PDI-Version Check W&o 34 & 3
) 54 Z2EZ 9]

o HAA] Hl]E 00 ¢ & 2.6.3 2)F] A" A& The AEHAO]A tidE
U},

2) WAA EFY

« W AA vlolE 013 02% 0x0024=2 A7 ook 3iu},

« "d %3] "PDI-Version Check"el] thsh QIE| o] thit2 thg3 2t

ek

o

A5 TAS
A ILE A A A EA| 2B =2 F A
A A Al A BEA| 2B =2 F A
A BA 2 E = A5 A A ATEA

A ATEA A BA] 2B = A 5 g A

% AE2 KTCS L1 Ale] 44 MBA 2 E = A A s A

A2 YA; FAA 26 A BEA| 2B -2 F A
R Eab i R abon s KRLYNX @77dH] AHA] 25

¥ 51 PDI-Version Check o] t3t Q1E]#H o)A At
3) A Aux

. WAH] Hlo]E 03722% SO IEC 8859—1:1998 ¥wle] $A1Z9] 7]|&Adxs
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4) Al A8

o HA]R] HPO|E 432 FAISo|A FAE QEHo]A WAL Edtajjof sttt 0x0194 O0xFE

b WAA PDI-®A A=A o gk @2 Yo

. = 2 R AR "Msg_PDI_Version_Check" th= ARETE
(InformationFlow) & A3} g},
QY IS AFEste] FASS FASA WA el A3E deEerh

» "PDI—Version Check" wA|#]o] &8 H

Byte—Nr Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0
00 574 Z2EZF B}l (1 Byte binary)
01..02 w Al %] EFY: 0x0025 (2 Bytes binary)
03..22 F21 2 (20 Bytes ISO IEC 8859—1:1998)
23..42 21 2 (20 Bytes ISO IEC 8859—1:1998)
43 PDI-#H A A3 A3 (1 Byte binary)
44 %1% PDI-HA (1 Byte binary)
45 Checksum Z©] (1 Byte binary)
46..46+n—1 | Checksum H°]¥ (n Byte binary)

¥ 52 PDI-Version Check HIA|A o] 8¢ & 3t
1) B4 Z2EF gY

o HAX] HFOlE ‘00 ¢ & 2.6.3 20T FogHE AL 7bs AdEHA AS
7 3},
2) WAIA EFS]
« WAA vlolE 013 02+ 0x0025% A7 Hojof &ht},
o HAIA] "PDI-H A AT"S 93 QdEH ol A AL vt A}
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N

deall= e
A B A AR — A2 A HAE D ZHAA A~
A BA ' - A2 A 5 A a9 A Al E
A AFAA A BAI AR — A2 A 53 A
A BA ' - A2 A 5 A ] AFAA
A BA| A E = A A 5 A Zo} JF2 KTCS L1 Ao &H
A B A 2 'l =2 2} 5 =] A2 A AR FAA] A~ H
KRLYNX & 77H] A BA]AH A BEA 2B =2 2 5 A
¥ 53 PDIB]AA A QEHolA YA
3) A 2 HE =z
o WA]X] H}o]E 03722+ ISO IEC 8859—1:1998 Xl HAIZ9] 7]|&AWaLE
ZHejof shr
4) Al Az
« HIAA] HPO]E 237 42% ISO IEC 8859-1:1998 XHle] FAlZ9] Z|aAbAts
szl of shrt
5) PDI-HA A7 43}
« HAIA] Hlo]E 43& ofge] W dX Ay xgEof st
w o] wj
0x01 FA =3 FAZ=9] PDI—Versions ©] dX &t &&
0x02 FSA =3 FAZ=2] PDI—Versions ©] Y x|t
¥ 54 vA 44X A7
6) 415 PDI-HA
« HAIA] HlolE 44+= F$A15S] PDI-HAS g st
4 o] w
0x01...0xFE | £S5 74¥ PDI H A
¥ 55 PDI HA
7) Checksum Zo]
« HA]Z] H}O]E 45+ Checksum A Ho| AFLE+= v HlO|EQ 4= ng& ETSH)

« H}o]E 430] 0x01% 27

€ 7

s

T,

o HlolE 451
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o 7} QAo Checksum HIOJE S A 83 4= QE=A] oJHE gAs)of 3tc},
o 57F QA Checksum HolHE A& E7Fe A5 Hlo]E 45% O0x01=

Aok 3ot

8) Checksum H|°]|H

« HAX] vlo]E 46+ gt 7o) spofof gt

« HOJE 46 oo 46+n-12 wlolye] 22 Checksum JR.(FH3HS] vl ERE)E
sEgkefjof gt

« HROJE 46 o 46+n-12 FA53 SS9 PDI #Ro]l A b4 dow

« =7} Q7AFgo] Checksum HIo|HE AL E7Hs3t oz A3t A9 nlolE

46 OxFFZ A A sjoF 3t}

(7) etd / AAE AZ o]=F3+4% RaSTA (Rail Safe Transport Application)

$E) O] H-L] Hel QAR AQkAS AP A T
e EY Ao 53 22 JRIFFTA ARt
o

2] AFTEA AMF ol RE AZIAY]FO 87 &of

« “RaSTA” : dxpAlole] AMEEHE P7|Y UEYD ZT2EZZ SYHAS
Zeteta 48 9 AT ¢ s dAUSS AT

« SCI-XX¢} 37 duk RaSTA T2EFS Hgs7] Y& @4
ofgel] 2] Holgitt. RaSTAE HAZ/AAE 9 olFsAT o 3% 7} AT
T/ izl A MR o H

-+
oX
=
=
i)
_{
N
—_
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W) kA W A-E / olss AF TE
PDUY]
TANG
AREX golsty
RuSTA (R fkl
Hlol el 915
YEA A R N N
A oA RaSTA SEAZ AT, 9]
I;U 3 g | A=A g A oA 9] 3% PDUx
g A e A B AR L A s A D
ORI I B Bk A CEUE A R I
el sl ‘1;? g A | E7kEE L ogAE | HAE o gl | ooldE | ALE S8
E S EA
o Aam . (A8 WMEs | WA o A %) B}e] | AEISX | RaSTA | & 73e]|A
;; 3 m;; P32 9= Sk W | osEE E2ES | = RaSTA
-r T Aels AAe] P oyES )
IPFA9)E= »
Ao} sl
Aaele
] A 2] FER
AE 5
Ade
Al glo]
| A] A A=A Al 2~ B} o] =
A Al 1D $A 1D B} HelmE
125 3 EiR RN = 4 =
Aol e
2 4 4 74 0,8 or 16
2 Byte 4 Byte 4 Byte 4 Byte 4 Byte
Byte Byte Byte U H] Byte
HA]#] 4 o] o oF dHAH T Ho|2 = ol g &
2 Byte 2 Byte 4 Byte AL IRE e] 0, 2 or 4 Byte
ooy &
A 7 45 Lo
cera - WAL L g g AAHES
do1e] Gy TRET e elFs | DS LS A% eRE
el FLEOR ook A% PDUSH At dojg | A7, CRC
aod wa g AAA ° o] upet
= W3 AArs
o]%=3} A% - RaSTA %

9 165 ¢+ B AAS AF -RaSTA 7%
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9 ARE AT SEATLEFE HolHE ol A TREF WfR
H718sk, AES volE o FAdS BT

a. Tmax : "WAIX] A% & FHd Ald A AAIZH= MaxChannelDelay)

w7l S Tmax = 1,800ms Tmax = 2,000ms

“SCI-CC” , “SCI-ILS” ,
“‘SCI-10" , “SCI-LS”,
=4 g “SCI-RBC”
“SCI-LX" , “SCI-P" ,

‘SCI-TDS”

E 56 dAIA] A% F G Ald Az
b. Th : Heartbeat 7%

% Heartbeat : 474 A @92 Ao s HAst7] 9 2uls 574

-1 O
N F 9 A

w7 e Th = 300ms
“‘SCI-CC” , “SCI-ILS” , “SCI-10” , “SCI-LS” , “SCI-LX” ,
2 ot
“‘SCI-P” , “SCI-TDS” , “SCI-RBC”
¥ 57 Heartbeat 7+3
c. 3 F& 1 kd FE = FA 2

K

% MD4e] 273} & ZRAE vy =t

|

d. Nsendmax :

o Z2 e FAlEel (ReceiveBufferSize) $1¢] Nsendmax ©]7%2] wA| A=

Agshe ket

o
)
rlo
P
~N
L&)
ol
=2
offt
2
&
[

£
L
=2
=

r (
i)
H

Al WY Ha AR

] 7l W Nsendmax = 20

“‘SCI-cCc” , “SCI-ILS" , “SCI-IO" , “SCI-LS”, “SCI-LX",
“‘SCI-P” , “SCI-TDS" , “SCI-RBC”

¥ 58 Nsendmax &
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e. MWA :

o ZA S MWA HWAIA] (AcknowledgeWindow) & 41

Hjof st

« MWA < Nsendmax
MWA = 10

LRIy
“‘SCI-LS” , “SCI-LX" ,

“SCI-ILS” , “SCI-IO" |,

“‘SCI-CC” ,
“SCI-RBC”

2 ot
“SCI-P” , “SCI-TDS” ,
¥ 59 MWA HA]R|

=

f. NmaxPacket :
AR AgE F Qe AR AAA FE

A AS/AAE AT

. Bt
A4 st}
w7 H NmaxPacket = 1
“‘SCI-CC” , “SCI-ILS” , “SCI-IO0” , “SCI-LS” , “SCI-LX" ,
4 O
“‘SCI-P” , “SCI-TDS” , “SCI-RBC”
¥ 60NmaxPacket HA]X]
g. NdiagWindow : Ad #2 =4 I4E%E A3t}
w7 W NdiagWindow = 5,000
“‘SCI-CC” , “SCI-ILS” , “SCI-10” , “SCI-LS” , “SCI-LX” ,
2 O
“‘SCI-P” , “SCI-TDS” , “SCI-RBC”
¥ 61 NdiagWindow % ¢
@) olFsAT
4 5 AR Sht ogel A%

AselA sS4l AgHE= AL 4. st AES

o (A A ¢ = 2)

ok
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c. Tseq Ad AFEA7E FEE A A" WAIATE AEE
A1 ZF(DeferTime) = 74 9] g},
w7 HE Tseq = 100ms Tseq = 150ms
“SCI-CC” , “SCI-ILS”
“SCI-10" , “SCI-LS” ,
=4 oA “SCI-RBC”
“‘SCI-LX"” , “SCI-P”
“SCI-TDS”
¥ 62 Tseq A9
d. Ndiagnose : °]53 AT A wAA] A=5E 4 osit
w 7f H Ndiagnose = 100ms Ndiagnose = 200ms
“SCI-CC” , “SCI-ILS |
= A “SCI-RBC’ “SCI-10” , *SCI-LS” , “SCI-
LX" , “SCI-P” , “SCI-TDS’
® 63 Ndiagnose 3]

e. NdeferQueueSize : deferQueued | & +=5 7ot}
w7 H NdeferQueueSize = 4 NdeferQueueSize = 10
“SCI-CC” , “SCI-ILS”
“SCI-10” , “SCI-LS” ,
DA PAS “SCI-RBC”
“SCI-LX”" “SCI-P”
“SCI-TDS”
¥ 64NdeferQueueSize 39
(8) #AFAZ UDP(User Datagram Protocol) :

o A EF7)T-(1S0) 7122 OSI 7 A%
Troks F4si)

Z IP(Internet Protocol) :

7159 OSI
}.

A%

=

P
T

filo
N

rore
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EE A AEH]A(SDD

(10) SDI-XX 7l&

« B e QIEFe)|A(SDD = 2R VIR B otk AEASY s8AS R

. 9 EEIY ZEEZ W ol wAd $§ Zzad w /% QTGS

==
Ak gl AIRE S 71 el ARAlE] AT gt

« oAl A FaF SDIS HAFATE "7 E ARE B8 gellA

« SIAS MERA AS, dold ¥4 AS 3 =@ 7IS) PoS—Signalling®l 2|3}
dele
» B G QIEHOIA(SDD = Vsl fidE B Al s sdsith

C oA s AR SA7E AquasE -

7P @Al o8] Fo| AARlelA 7R

el

)

I '
30

oy b

b B LT

1) SNMP v2c HEi OPC-UA ZREZL2 AZE AlAHdA AH|~ 7)1s 3w
FR7IE A diolelE dEshEd AR

2) MHIA 7Ts e 7= X HolHE Alek] fl@l SNMP 9 OPC-UAE B
A sflof g,

3) dd® AA¥lE HTTPS / SOAPE %3 SNMP X+ OPC-UAE
A dsfof gt

4) OPC-UA Z2EZF 35 93 AAMTgo] ARgHojof gt

5) A AAEIY A HAA (Ho]E EE ID)E ¥3e= ¥ SNMP

b

212



MIB(Management Information Base)&= <Al AlAES] AxAGAZL Algsior
Sk (A Al2~Blo] SNMPE ARgSle] Rek HIAIAE AFeh= 3-9)
6) Z+ A AlAHEl] A wAX(OPC-UA)7ZF e ZAAE 42 A
Al2EYl AxGA7E Als dlok k(A AlAElo] OPC-UAE ARg-sto]

i)
ofl
flo
re
X
>

N

)
é
n:_%
24
N
)
g
:O.:
O
)
=
)

e 75 g SRS B e Aador A 5 glejo} )
10) SNMP ARA] ek HIAARE olE g W2 0 & 31%o] AR|A 7| Zd 3172
AEE:
SNMP
MH|A ?|5
L b] A N=S
InformRequest
GetResponse

1% 166 SNMP T4

11) OPC—UA AFEA] Atk HAR|E= oWlE % Hpalo 7 oA AlAEl| 47w o]
Xi%}ﬂ Oio]: ?l’l:]' }‘13]&. 7]% R=s —’—7,\—}:]7]%:— 2(5]7]751’9_]_ ‘?‘7]i C,’j_ﬁ] /\]i@‘)ﬂ

A%k WAAE 2ok Ak
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OPC—-UA

A =
}\1Hljjl° o Al A|AEL
Mgt 43| dA NS5

OPC_UA_Establish_connection

Subscribe Request

Publish Request

Diagnostic messages

Publish Request

Diagnostic messages

1% 167 OPC-UA T+A

(12) SNMP =g 258 42

(7h)  SNMP & A& A9 25 wAA] 2
1) SNMPE AH&3 A9l Trap WAUFO] AA A4l gk HAA]
Mgl AbgdET =
g8 o7 wulth
2) AA AlAEe SNMP Inform 2 238-& ARg-sto] Xtk wAIAE dFstt),
3) SNMP Trap #W7lUZS F 719 &g €9, = SNMP Trap®} SNMP
Informo.&® &3t} SNMP Trap¥ @8 FAAXZHE SNMP Inform©]
WA A, FAEAE A WAATE gukEA A HQEA g1

A I HAAE FATH olE Fa Ade Add A AF U

A7 QA Al dig eF dHas Sl A

6) $F& zdshs A DelaPol EFsE A Mulx sl g3 Ax
wojof gt}

7) AR 7l Ak SR F oY HES A Adel AMgEE A 9F
AlZ2Ee Ak wAAE AFshr] flaEl ddd 7 B B WELD AEs

ARG Sl of Bk

gt
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version

1B dolele] Qg ® A WA Fai R dEND AU AR,
cukok o] AW, AW WAAE FoAA Ad A

8) ARIA 7s ek 71 25 HIES A AE Bl ek mAAE 4l &

Figs

() SNMP WA A F+x

SNMP PDU

D2 | Ak AR OJHEE | AzEA]

AEN X

S —

16 Byte

—

e
[
——
——

Source Destination
port No port No
Length Checksum

HRAA) (HRAAA)

Frame Header

Frame Data

1% 168 SNMP HA]A] T
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(th  AA AlAEe] A5 wAA]
D 2eagie Fdl A A2 Muls Ts ' FRT ] A wAAE

LRSS

AA . ME 2 7]

A 2 At 5217

I3 169 AAA LY A AR AFE FZ2

2) By 13 FZ+E SNMP v2e InformRequestsell th gt AFFS wpEd),
3 XE 162 AMulA 7l A FH718 FA FER ARREfoR gt

o] & SNMP Trap Z2EZFS 3%+ ELEO|T}

GET / SET Req.
GET / SET Res

SNMP SA2| 22|

¥ 170 SNMP E21 ¢

71 3 Po] AulA Vs ek 371 (Manager) 2] Event Reporting 22 Trap HARRE=
162/UDP XEE ARESll, Trap WAAE Adt vpHA] wARES 161/UDP ¥ ES
ARgSIE dkdo® SNMP = 161 W1 £E, SNMP Trap WA A= 162 H LEZ
AEErt
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4) SNMP Trap TREZFS 18 dy 19 98 2S5 x3kajop s},
Sk o] i
WA SNMP H# vac
|=4
(:71{?%) He A7 A 282 SubS_ID
g7 EF}] | SNMP =29 23 e 6 (Inform Request)
gk HAIR] 9 - )
Azaz | IREEA A} g Qb
Az #d AMgoly, AdH
Trap 244 ID | 7] Trap A 2 =] MIB| A9 & A3
A x| sfjof sk
o] B}l A®IZ ol A D=
olWlE ] B}l | EFY AEIMX = Trapel AFEH= | AW X9 MIBo| (8 Eh
Eal- 2 A WA gho]t. oMIES] EY ARIEZE
Counter64 ©E}¢jo|th
o] Wl E ¢ E}SI AEIE =
_ HAAAA  1970d 1€ 19
Al ZFEA -
] ] 00:00:00.000 (UTC) o] % m/second
milliseconds @92 A F Ht}
. = Holg ¥QE D= d4%
| A2
WA 1D gjo]E] ¥1E ID A 2Elo] a8 s AR
#k ol 1 E 1D 574 dolg ¥JE ID
F7F AA 1D/ %k
¥ 65SNMP Trap Z2EE 3 =
e M : Trap® SNMP WA 482 WA v2cy ARE-3ho},
« AFYE AFTUEE 949 ZAA9 AT 9s sty A7|A AA AA"H
SubS_IDE=U 22 FAME®E A4 Fojof sith
(i) AFYE F249 @ o) DEHG2_XTDS12##0013\
B s
=7} T = DE
Electronic Interlocking designator HG2_X
BN 2E e TDS
= 12
Tag H#HH#
Sequence no. 0013

£ 66 ARFYE £A4
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(i) 71448 349 AW IDE AHgS, thewt e} go] FA A
% g

=7} = (Country Code)

271 &k, ISO IEC 8859—1:1998 (ISO 3166 Alpha—2),
Amge

A2 Area 5719 B4}, 1SO IEC 8859—1:1998, 9% gzt wze
Designator) H¥A](0x5F)
ABEAE BISub— | 5o10] 221, 1SO IEC 8859-1:1998, 9z=gd, wlzzhe
System Type) W2 ZA(0x5F), ofgfel o] “AlAEl EFQ]” of A9
FE (Code) 2712 ¥} 1SO IEC 8859—1:1998, A% 00~99
B] 1 (Tag) 271 9] 4}, 1SO IEC 8859—1:1998, "##"0. 2 1174
MRS (Sequence | yope) wx [SO IEC 8859-1:1998 A1X¥, WlTIhe
No) ‘0 o7 ¥A
% 67 71&€NEA a6 AE D
(i) AMBEAIAE EFSY
RS R=E o]
LS ABEARE — AT
P MBAAE - A28
TDS }ﬂ}:_]}\]v/:Eﬂ _ Oﬂx}74x1A]iE41
10 AEA2E — 2uHO
LX AMBAI~E - AEAd 57
EIL MBAIAE - A2 F A
MDM MBAIAE - §A RS 9l o] g
TCS QAIHAAE - AT W ETA A A
RBC AGAIAE - A5 A Al
TSS QIHA A~El — A Z 2 zpekd Al 4~
E 68 ARAXE B
« 2y B9 SNMP 2# 2% B9 ‘67 o] "1 Beler A
o WAl R] AEAIZE 0 o]HIE AIZFE hhimmiss.xx @202 E}YE o] XA AT}, o]
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e

Trap

ek FRA7 A ARG E A =T

A 1D AA AAES] MIBo| Y= 7|E

A 1D

o]

&

=

o]

AzAA vt =2m, ddg ZAe] MIBell gole 23t dx|wofof gt

D AAl Al Eel ol ET}
EFQ] o]t}

“Counter 64”7

00:00:00.000) &= 3EA|E T}

AR ID : Ak AR 9

Aol gojof g,

« FtodlolE ¥RIE DY dAl #E
FERIE ID o wet =tk

(o) DEHG2_XTDS12##0013

Ag v

X o
=

S=235 Agtolt} o] -2 Inform Request ©lA

EN ST
RS 3 A Golek. o] Bl ARiel] it 24 ID= s 49 MIBell A7 wjojof g,
©+91(01.01.1970

A 1Dl 323 Hojof gt} dlo]E

¥CE IDE A AAEe] MIB ¥ oYzl A A|AEIQ of IF-3HAl

#How sigstojof gt o] o] BRl HlolE]

SNMP—-3|=

gc #* Note

k! v2c A g A

U E DEHG2_XTDS12##0013 221 2ke] SubS_ID

FAA 7 A2k =397 g

Trap 24 -1D Aiso.org.dod.internet.private.enterprises.brunel.tds AlzAbE MIB

SNMP-Body (A& HA|A])

AzAFE AA

% H] 3L

ID

.iso.org.dod.internet.private.enterprises.brunel.tds.time 1486727548387 | timeticks

' ) ) ) A Z Aol =

Jiso.org.dod.internet.private.enterprises.brunel.tds.d1 ) o] €] soE
IDE] Bt (dE) 2
1 ot}

E 69 4 A|( DEHG2_XTDS12##0013)
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() Aulx % AR FAVE B A HAA e

D B el Auls 2% Aw FA71E A AsEe) Ag HAK} ek
2) B AA AAHA oA A WAA AR TER Ag Hojof wr},

S
3) AulA Ve e FRV s ve gl ad o8 d5S AAsok dhh

o] e o] ) #
WA SNMP H# v2c
AU E o
= o Al Al A~ HEl o
(=H 5) A5 AAA 2~ES] SubS_ID
gy 73 B9l | SNMP €913 B4l 2 (get—response)
et W AIA] ¢ — s
I = Sh=
A% 7 AREREA AR R wAIA] gk
Trap 214 ID | 7] Trap A 219 Tzbol Rk WA]A] gk
3 Ayl
oMl E ¢] E}Y] lf/}‘%l AEIZ = Trapel AEHE CHE A wAA 2k
AW 1 HA gholo).
o] |l E 9] E}S] MBI =
& A £ o]
AZFEA HAGMAA 19708 19 1le o A WAA g
00:00:00.000 uTcC o]
milliseconds ©9Z #]g )
A 1D djo]E] ¥ E ID =2k Aok W AR G
k dglolg FQE ID %t =2k Aok wWAlR] gk
F7F A4 1D/ #%
X 70 Ay~ 9219 98 3=
4) HAIA] Gl = vt Figo] X

ek
« HA : Trape SNMP WA 482 W v2ciE ARE-shr},
« AFYY Ak wHAAZ dFE AA AIA"S] SubS_ID
o "y gl : SNMP #gz3e el 27 (get—response)©] €# 13
Elglo 7 AA e}
o Fk wAA] AFAZE L olHIE AR E2EE X w| A Ao A 7R 9ok $hT
e Trap 24 ID : A AA®e] MIBAl S+ 71 A ID. =23 gt
H A Z A .

« oJHlES EIY AEE ¢ oJHE B B Az xoEv =T g




EREERROE]
CAZEA A B B 2EEEs Frach w3 A oA oA 9.

A Dol 323 Hojof sk} 2kst Xet

N
=
28
B
N,
o
=
l
E
=
(o
in)
o
a
ke
0
lm
rlr
_Iw_-c

AR oA 1.

(13) OPC—-UA =#d 128 A<

«OPC-UA Z&o]dE} OPC-UA AHITe TAlE AAE 7|HES 2 o] Fof Xt}

«OPC—-UAQ 7¢ “dy138” & Zepo]dES MM3te] ofe] OPC-UA 573
WA A 7} wstE = Al Ao R FAE

¥ WA A= OPC-UA %52 wWEr of7|ME AWsiA] 4=

CONE R IR
D o® ogEaRe Ba Aus s A R7E QA Asde] dde

AlaElel s=E E Zdk wiAATE Fol/lA] dE S 2R A olE
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2) ArlA 7 A SRV E 55T A wAA HZ53 4 ‘5=
2% & OPC-UA ZTREFS E3] didof s}

2) Mulx 71F Ak $37]= OPC-UA Z2EZS F3 ‘34 2% &
Agafof st

3 Al Al A Ak wAX ek g4 o) 2" ol el
S Halof g,

(th  OPC-UA £ °|&% 4% 219 +x
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1) OPC-UAZ A}
AbgE
2) OPC-UAE ZEo]AE MM E ALE-stt) A= A A AEA A3

o
e
o,
o
k2
o
sh
Al
i
o\
flo
2
v
>
[
jutit}
1o,
o
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>
N,
2

6) OPC-UA MW= FFZoly, SFEo|AEA AME u 712 e HAAE

7 AA AR AulA Vs A" 7] ke A4S HTTPS/SOAPE
Abgste] gts e

8) AZ A AulA Tls A 317
ZAAtellof sk,

9) MHlA 7l Ak FR71el = R MESA Ado] AMGEHE A

rir

AANZE Aol MY FEHE

QL FFH MEAT AEE T3 o] Fold 5 Slojof gt
Q s 7]

of AR A AxuY 3 NA FaE E
FARE AT F OB A A 7S A9 S THE T oA Fas

Al AlEE FE AE Y] e SREoF

(14) Az 5713}

c M2 7 A7 B8 AdE BE AaEe A7 A Fah
c QHlA s A7 BTl ABAsE - §A85 Y dolE we Ei
b e Akl o geolw AsudA Ad B 5 ok

1) Q4% A" ARES w713 817 flal s == S 709l PoS—Signaling HWIESA
A& AR sljof st

2) NTP w4 4+= [NTPJol| A% gz ARF &7 |5} ARl 7Fsat e Agleld ARMS: 5715}
SR=t ARSI

3) UDP & ZREZL FAAe FAx7E XE 1235 S8l Albe 5713
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sh=dl ARg-E T

4) AREE7 B 7Es ] Bl A wofoF Sick =5, el APElel 4] ARIS AL
= ek

5) ARE E7I5t ARl The AR 71 A AR S B 5 Qi) AR8SR= Elojrhs =7t
Q- ARl w2t vk

6) A AAELE "Eelo|dE REw Aol gk 5 AA] AR ARE F718F Al
7FsolM Alget A7 5735} gk

7) NTP Zeoll=i ARE 5718} Al 7Fs0] Elole ALg=lies: Azl Alsglell] dsfol
gk

8) ntp.conf 29| oA &= :

—

« H<IP—Adresse—SF_ZS_Kanal_A> (KIP 524 TS_SF_channel_A>) A%
o AH<IP—Adresse—SF_ZS_Kanal_B> (KIP 4 TS_SF_channel_B>)

b gEaw =
« AREE71E AR VTS
t}

) Time_synchronisation_request : AZAH A|AHA AIZF F7]3 Au] A

S1ek &) 7133 NTP Aol et =) 5+ 7)e] =2zl -13o]

A8

i,

|
)

715 &
II) Time_synchronisation_response : A|ZF F7|3 AH]A 7]5oA AZd™

Nrgomo] g

e s Ao

7] 3}
1) FA=@2d9 A2E)E "Time_synchronisation_request" €& 1382
ARESEe] FAISe A AkE QAT (A F713E MHA V]S,
2) "Time_synchronisation request” €|l 7512] P22 NTPE s [NTPlell AAs]

Argo] Ik A= S Hie|E RE of7jef] g dEth
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HE

o, 1 |2 ,3|4|5}|6 |70 1|23 /] 4 5|6

nlo| E 0 1

Leap .
. Version Mode Stratum
Indicator

X 71 Time_synchronisation_request €313 ¥4 F X5 FHlo|E
3) FAAH(AZAE AlA) = v o] "yadle] AE 2 HpolES] Wi

T3 St
* Leap indicator : $AIZHAAE A|AED = Leap indicatorE 7k 3 (& F 8k, AIRE 5713}
HX] k) o7 A of s,

« Version : Ab&¥ NTP W& AQsth Md 45 ARgsta g 4 (A
4) = dAslof gt

« Mode : AR (AEE AlAEh) = BEE g 3 (EHolAE) o2 Aok
sk},

« Stratum : FAA(AZAE AxAEHE= ASE @ 16 (W] FrIshoe=

278l of gt

ro

4) "Time_synchronisation_request" &1 v& == U5 2ol
AFgert,
ol & 0] (Bit) &k
2 38 Polling interval
3 8 Precision
4-7 32 Root Delay
8—11 32 Root Dispersion
12—15 32 Reference ID
16-23 64 Reference Timestamp
24-31 64 Origin Timestamp
32—-39 64 Receive Timestamp
40-47 64 Transmit Timestamp
E 72A3 §713 23 3=
o] Aro &2 Add ANAFS F7|st Aol wet th=v

718} AMulA~ 7]%)E "Time_synchronisation_response"
gy 78S AFEsto] Al AHS FAAH(AAE A AR E Bt
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2) "Time_synchronisation_response" ®l#)|-1312]

A0

[Clhm R

ZpAE] Ao} itk A5 7 Hlo]E b of 7)o ArE o] Qi
HE 0 1 2 3 4 5 6 7 0 1 2 3 4 5 6 7
nlo] E 0 1
Leap .
Zk ) Version Mode Stratum
Indicator
E 73 Nz 5713 €%
3) TR F718F ABlA Ve 21 A 2 vlo|ES] JUe-S the ol
A,

* Leap indicator :

FAR} (ANF 5713 AR 718) = leap indicator=- 0, 1, 2 (@A &

T2 g ez dAsjof gt

e Version :
A sl o
* Mode :

e Stratum

gt
SAAE (A7

AREEl NTP HAS

27138 AUl A V)5 e BE

SAAHARY E713F ABIA 7Fe) <= stratumee T4 ARE

A7 gkt

=
=

oz AAdoF sttt (INTP] #x)

4)

A8l of wie.

"Time_synchronisation_response"

i)

Qe el o

rlr

o0, 1, —1

WA 45 ARSaL g 4 (A HE

4 (e = AAsjor st}
71228] stratum @l sigeh=

EEE

ol

Hpo] E o] (Bit) s
2 8 Polling interval
3 8 Precision
4-7 32 Root Delay
8—11 32 Root Dispersion
12-15 32 Reference ID
16—23 64 Reference Timestamp
24-31 64 Origin Timestamp
32-39 64 Receive Timestamp
40—47 64 Transmit Timestamp

¥ 74 N7t F713 o 2=
o Ar=of g2 AW Aol mef =
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(16) SDI-XX ®lg 7%

T oM ek #AIA], 58] SDI-XX €e el 289 dolE ¥RJIES} gha Aot

op 4y Ay
1) 214 WEldo] e (Object metadata) : T Hlo|EE s == do]H
* DeviceRevision : KRLYNX &% #d] ABEA| A= Adt

AZJA7E Algstal st=do] 9 AZEo] 72 EFHE

« B}¢] : String
o A= AMH|A 7] Jek 7] st ddo] AAE dEE

« InterfaceRevision : KRLYNX @& 0] ABEA| AL 7jul ol Agito] AFEE KRLYNX
A AH] ABAIAE QAN 49 HAS YERLE o & 59, KRLYNX &% &)

1l o

MBA AL 71EA o7 W 1.6(1.A) A 7iet 4 ABakEw  “InterfaceRevision” 2] gk
1.6 (LA)" oJtk
*« B}4] : String
AR MR 7)1 Zd 31700 digk 9o A s ek

« HardwareRevision : KRLYNX &% AH] X BAAHO slt=go] WA =&

SRS

» B}Y] : String
HAIA] = AU 75 Ak 7o tfsh Ado] A= gt

« SoftwareRevision : @# 2%  “SoftwareRevision” (QIE|FHo]A AT E9o] 7)A
obe) & KRLYNX @4 ] MBAIAES] xEdo] /|4 5& Hebdth
AT EYSY  duolES T “SoftwareRevision” ¥} “DeviceRevision” <

Zd8lloF 3}al, RevisionCounter= A|ojof 3o},

* BF9] : String

« WA A2 715 e 3710 ojgh Ado] AR g

* RevisionCounter : KRLYNX &7 AuH] AHAAEHC] 34 dolg 4 qlxo]]
dlolel7} 7Aoo dvpy A5 WA HIASAE dEr] 9t SUF JReHE

ey,
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« B}9] : String
o AR = AMH|A 7] JAek 7] st ddo] AAxEE dEETh

« Manufacturer : KRLYNX &% 0] MHAI AR A ZHA o]5S HEA| S

« E}] : String
o HAIR = AH A T)s Jd 7o digt Ado] AAEH dgEh

* Model @ &g 2dle KRLYNX @3 1] ABEAIAGS 2d AZ2A o5&

eI, o] 4L 71719 41 Fobelis WA & gk

« E}Y] : String
o HAIR = AHA Vs Jd 7o digt Ado] AAEH dFEh

 Identification : B# 738 2HS KRLYNX &a# Ad] ABEAAHS] 7|52 =
vkt (of] @ SAPS R/3°14 DB Netz AG TP 1-3 ). o] £AJo] Ao xo] 9X
%> A WEOxSP)E Aok gk HALS 74 HolEE Julo|Este] WA &

% glofof @,

» B}4] : String

HIAA= A 7] Ak 37l tidt o] AgEE ASEnh

e SerialNumber : KRLYNX &% AH] MBEA|AES] =8 2AWHZE YERTE o] AHERl=
=z

F7t2 wA 7hssh 7 QAT A4 d' WS

» B}Y] : String
e o] X2 Mu| A 7]s X 710 Ak A dlolE el A7 H ook st
o HAIA = AHA T)s e 7)ol gt Ado] AAEH dsEh

2) BaseDatareadable : 7] Hlo]H 2] el & WERATH

« B}9] : Enumeration

# ] m
1 dole 85 + s+
2 dole =
3 8%

HAIA= 7] HlolE o] vzt a4 AFEofof St

3) DataStatus_PR_ID1 : A BAAHEH — GFXH5 9 golg et 37
KRLYNX &% An] AMBEA A" o8] 43 ® Hd A= dy= PRID = 1
glolg wWxHo] AMBEAAH — {XRHS " golg #AF Q= HA WAy

1A sHeA] ol R-E ekt

(o]
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« B}9] : Enumeration

# ] =
1 782 A
2 RIS
3 ST

4) DataStatus_PR_ID2 : M HEA|AHE - Hxxd4 9 dgolg #H9 T
KRLYNX @& ] AMBAAE o3 F3d v A3 Ay= PRID = 2
dolg wdo] MEAA® — {fAEF 9 o]y Hel Q= HAl WA
AR eF=A oA F-5 e

« B}9] : Enumeration

#k o] m

H
o
2

N

Rs

N
o
2

ko3
T

w
o

S

dlo

A= ol HIEZE ERA E wf dEE

=4
>,
il

5) IsFailure : H3of od wAX|7} ¢l& Aol sldshs dytdl 1%
LR
« B} : Boolean

&k 9] m|

0 o1+

—

ol

A= ol HIEZE ERlA E wf dEE

6) IsTemperatureTooHigh : Ald S ®d

CfABE A % A B dF A w9 w beA wE T B4 g%
A2,

Az e weh AzAA} Golae Ae e 2

a 52 A4 98 Fao) B

b. WAAE A o A =% g

« E}9] : Boolean
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HAIA= oHIEZE EYA E wf dFEn

7) ManufacturerSpecificMessage : #| %A} 11-F gk WA x| o]t}, o]&5& Hxjel whe}
HE 97t ot So g} (o @ B4 T2EF A4 1% JILH)
A fiRle] ok AllskER] et wel UeiiE, OpStatus 52) 7 EFHISE v RIS tiAlle ] ¢

(~f

8) MDM_InteractionStatus_Download : AH|A 7|5 2W Axpro|x]e] AFS2HE A=
UERATE

E}}] : Enumeration
Wk o] m

1 o=

2 A== g I

3 EJAAL AE 23

9) OpStatus : @d 23 “OpStatus” < =2+ A= vepdict

E}}] : Enumeration

o of

= w| N =
Mo
of

WA A= oW EY ETA E w AFH)

10) PDIError : @& 728 “PDIError” = PDI 914 Ao S viebdic)

E}%] : Enumeration

#k o o

ZeEE 9 ol

PDI ¥ o]g

vm 79 ol
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8l
8l

| e
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6 A -8 gk

7 AAqH o7 FAL gt

8 e FAAT 29

9 FAAe =k Ak 1 HAA
10 FAHe =7 Akl 2 wAA
11 H A A Aol

12 FAAS wAA] £A

HAIA= o HIEZF ERjA E w gk

11) PDIStatus : €& 714

E}9] : Enumeration

“PDIStatus”

= PDI 94 AefE e

7k

5

o]

0 H| 24 3}

1 @73t

HAA = oHIEZE ET]A 2 wf AFHrh

& BAA AREEE EE AL 9 =
ol o] A ¥ F AFekA] (KRLYNX)"ZS u}=n,

N

S Ee

(\h)  SCI-XX <lgjo] A~ A

12) SafeCommunicationProtocolConnectionStatus : %41 Fd IR ES J49]
LERATE,
« B}9] : Enumeration
s o] m]
0 H] 24 3}
1 oA AQd
2 &3t
A A= o EY} ER|A E ] dEe)
(17)  FA1 QEH o] A ALk
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(th)  SCI-XX 541 g
1) SCI-CC: Command Control System (3 & 1% ZA) A| A~ E)
2) SCI-TDS: Train Detection System (& X} %] A| 2~ &)
3)SCI-LS: Light Signal(A13&7])
4) SCI-P: Point (A= 87])
5) SCI-RBC: Radio Block Center (5413 4 A1 €)
6) SCI-LX: Level Crossing System (718 5%])
7)SCI-10: Generic 10(&1}F 10)
8) SCI-ILS: Adjacent Interlocking System (14 % 4x])
9) SCI-LEU: Lineside Electronic Unit (A 2 ¥ &x}-4%])

10)  SCI-TSS: Trackworker Safety System (A Z 22} FA A A=)

) SCI-XX B4l AF +%

TAEFT]TFO A AF< OSI 7 ASH vlwst SCI-XX 9] AlF 12+

sha) 193}

]l
oo
)
ol

H
rgt
)
ol

e
M
-

[

Al

Ofr

A

ol

HEHD AS

Holy 3 AS

=2 AE

SHEEZF0s0) ?|&E
0517 HE TE

$33 33

= 3= - PDI

oo

HEMEBE ASD
o=t AE
- RaSTA

& A

ol

- upp

HEHI HS - 1P

ooy 232 8 22| A=
- Ethernet

EULYMNY 7=
SCI-XX HE FE

I3 171 SCI-XX BAAS +%
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(mp)  SCI-XX.PDI ®AlA] 4%

SCI-XX.PDI HAIA & 93 AT F32= ofdl 193} 2}

Application Layer - PDI SC-X0CPDI Trogram
Protecol Type Type Seeder D Recewer O Payload
1 3yvel QR e @0 e Q0 e 0 ~ %8l Byrew

Presentation Layer - Safety and Retransmission Layer

Recorvex D Sondex 0 Sy mo. Confiemed Sog no. Tinentarp Conferad Teretarg Payioad data Sefety Code

Q.?,z'; m;’: # Byt “ e ® 2w # Bytew) ® Byrew By " Bytew R 8 or 16 Bytes)
Session Layer — Redundancy Layer m m m am s 7 B f::a
Transport Layer - UDP u(:u»::- UD® Data
Network Layer - IP ;0“::; © Data

Physical and Link Layer - Ethernet

Froamble S0 Dt Adds Source Adds Frame Type Trame Data PAD
7 dpren 0o & 3yien) £ ey 2 dpew 6 ~ 1900 Byted) D ~N Byt @ Bpey

9 172 SCI-XX PDI HA|R] F+Z

(¥p)  SCI-XX.PDI €#1% +x

Byte—Nr | Bit7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit O

00 T2 ESF BRI (1 Byte)

01..02 H Al A B} (2 Bytes)

03..22 %Al A1 (20 Bytes, ISO IEC 8859—-1:1998)

23..42 Al A 21 (20 Bytes, ISO IEC 8859-1:1998)

43..1023 |#Ho]Z=(H ] 981 Bytes)

¥ 75SCI-XX PDI ¥ 19 Fx
SCI-XX.PDI €lg|13o] FHo) Zoji= 1024 npo]E=Z, Gy 73l guel 13 Holz=g
TET. gy slde 43 wpolEold, "y ¥ do]R2=& vlo] QIAY Fo]2E wjij
Wy A AAE FAE 5 Q)
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)EZ2EE g9

TREF B 54 AgHol o dig dy 2] A8 steds Jostt
# o]
0x01 |[HAAFEA (EIS) — A3 AAAF A (ILS)

0x20 |[HAAF AR (EIS) — AAAA A 2~¥ (TDS)
0x30 [AAAFHA (EIS) - 2157 (LS)

0x40 |[HAAFTHA (EIS) - A2HE7](P)

0x50 |AAA %A (EIS) — F-41 9 4418 (RBC)
0x60 [AAAEZA (EIS) - =AY EZA (LX)
0x70 |AAAFEZA (EIS) - XS A A~ (CC)
0x80 [HAAFTHAA (EIS) - Azzd=} et Al A=
0x90 [A=AE4A (EIS) - 4uk 10(Generic 10)
0xBO [AAAE A (EIS) - A=2WH M= (LEU)

¥ 76 SCI-XX PDI Z2EZ €9

SCI-XX.PDI el 4] Hho]E "0"9] ghe thgah grolof aic},

2) WA A EFY

A B2 L2 EE BRYl W] Zb el aRie] Rt wAIA AEA ID & AT

DEA D 54 A

- X

SCI-XX Qo] 20] BE B4 olabe ¢4 Ei 7]&48a D2 Adgch 44
T8 Holok 3k 2 WA Bl el AEE AEA D E APl ek,

1) 2E dlo]g &= Little Endian 3402 d43kt},

2) ¥ HANAE AZFA Ao w s 3.2 del Ao BA AEHo|AF ALgete] HFE
B4l QElsol o) b/ ARE AFT olF 8 AFRaSTA) S ol
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(18) 1P 7IWt HAAAFH=] A1 Qg H o] A

ZH 1P 7)9r AAEAR BA A

obe] e P 7]k ARATEA ) V=N 74
wERl P Aol 23 8 UEYAR dAdY
ot 3}

Us =2lF 14 L2 SW 1

P1: 192.168.100.221

2 o
off
2
k]
o,

IP Hlo15 14|

A

:I P1: 192.168.100.0x

/I P2: 192.168.200.500¢
1

|

|
P2: 192.168.200.221 l\ /‘ \
P1: 192.168.100.231 I

P2: 192.168.200.231

AT =2I% 27 L2 sw 27|

P1: 192.168.100.222

A

3| P1: 192.168.100.500¢

f P2: 192.168.200.00

IP Hlo15 24|

P1: 192.168.100.500

P2: 192.168.200.500
\| P1: 192.168.100.500c

P2: 192.168.200.222 }: \ /
P1: 192.168.100.232 [‘/

1L

It

P2: 192.168.200.232

I 173 1P 7%t AAAFZR] A T4

IP 719 AAAEZA 8] T QIEso] A ARk a3} 2t

P2: 192.168.200.500c

As Q7 AR H| 1L
100Base—T [EEE 802.3
Physical Layer Full Duplex Mode IEEE 802.3
Auto Negotiation IEEE 802.3
Link Layer MAC services with basic MAC frame IEEE 802.3

IP version 4

IETF RFC 791

Network Layer ICMP IETF RFC 792
ARP [ETF RFC 826

Transport Layer UuDP IETF REFC 768

Application Layer SCI-XX.PDI KRLYNX

¥ 77 1P 71Ht AAAFZR 9 B4 AEHO| A ARSF
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% ¥ F A= Application Layer ©f tfsjA vt & 2 sic}.

(19) IP 719t ARAZFA= wA]#] T2

o Aol s BE T4 A HA/AAF ATH olF
AT 181 Alse 725 ofdll 1H I ol hAsEE wWAIAE

A st7] 21

§]’ ] %‘ (RaS TA) =

Abg-ae.

Application Layer — PDI

SCHCCPD Telegram

Protocol Type Msgy Type Sender 1D Raceiver 1D Paykoad
11 Byte) 12 Byles) 420 Bytbes) 420 Bybes) 10 - 881 Bytes)
Seccion & Presentation Laver STH Length Saq no Payload data CRC32 ETX
y {1 Byt 2 Byt {1 Byt in Byt 4 Byt {1 Byt
Transport Layer - UDP UDP Header :
P ¥ @ By UDP Data

I 174 1P 719t AAAFTAZAR] HAR] FZ

eo AAT FH A% 7t Field 8 A9 & ot}
1)STX
AL A2 A e, ghe "0x02"0l T

2) Length

el g
A

Oft

Sht,

3) Sequence No

WA A A4S
e AAA MEE s F7hstolof with.

4)elg 18

A s uﬂ*] 2] Gag ou|sitt, B A AT,
] 25 3.32~3.5F Ao vk

—U
e
ol
R
2
£
£
1o
=2
>
N

o gt IP A

5)CRC32

HNZAS7],

e, 0x00 ~ OxFF 2 AFg-3to] & wA|x] Zg e A%

|13 o] dolE Yehdn, T2 EF EIQIFEH Ho|RE7tX]e] HdolE HlolE o=

o

AR 10

A 8] £ AR5 dpopaty] 9%t Aor ZREF BRINE AolRETA Y ghe

ALkster (3.2.2 2 Fx)
6)ETX
HAlA e TR AAE e, 32 "0x03"C® 1L
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A2 8] £ o5 dhotaty] 9% Aor, ZREE BINE A REAY fhe

ot 1g7] WEe] B Al A vhaa o
Agsrgon, g tgAS 0§ CRC AN mEE thgst 2ok

/¥ define POLYNOMIAL value */

#define POLYNOMIAL 0x04c11db7L
/¥ crc32 table */

static uint32 guiCrcTable[256U];

void GenerateCrcTable (void)
{
/* table index */
uint32 uilndex;
/* table count */
uint32 uiCount;
/* accumulator value #7% */

uint32 uiCrcAccum;

/#* CRC table A4 */
for (uilndex=0U; uilndex < 256U; uilndex++)
{
/% A =/
uiCrcAccum = ((uint32) uilndex << 24U);
/* loop */
for (uiCount=0U; uiCount<8U; uiCount++)
{
/% B3 %/

if ((uiCrcAccum & 0x80000000U) == 0x80000000U)

{
[ T2 AL =/
uiCrcAccum = (uiCrcAccum << 1U) * (uint32) POLYNOMIAL;:
)
[+ obd g x/
else
{

/o A G AT w
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uiCrcAccum = (uiCrcAccum << 1U);

}
/* crc table o A4 # A =/
guiCrcTable[(sint32) uilndex] = uiCrcAccum;
}
} /* end of GenerateCrcTable() */

uint32 CalculateCrc32 (uint32 uiAccumCre, const uint8* pucDataBlkPtr,uint32 uiDataBlkSize)
{

/* table index */

uint32 uilndex;

/* table count */

uint32 uiCount;

/* data value A7 */

uint8 wucDataValue = 0U;

/* blk size ¥ crc calculation */
for (uiCount=0U; uiCount<uiDataBlkSize; uiCount++)
{
[= AALE HolE A% «/
ucDataValue = pucDataBlkPtr [ (sint32) uiCount];
/* crc table 9] index $& A4 #/
uilndex = ((uint32) ((uint32) uiAccumCrc >> 24U) " ucDataValue) & 0x{fU;
/¥ crc table & F¥] crc value A4 #/
uiAccumCrc = ((uint32)uiAccumCre << 8U) ~ guiCrcTable[ (sint32)uilndex];
)
[+ A4 ¥E CRC value W3 +/
return uiAccumCrec;

} /¥ end of CalculateCrc32() */
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(20)  SCI-LS <Ig#Ho] A ALGk

A2 71 (LS) TP Alofi-o} AAAFZAIZE A Aol A5 A o et

i

(7})  SCI-LS Z=z¥3 g9l

X BE

0x30 | AAAFZA (EIS) - AZ7](LS)

0x40 AAAZE AR (EIS) - AZA7] (P)

0x90 AAA A (EIS) — 4 I0(Generic 10)

¥ 78 SCI-LS ZTZEZ €9

(1})  SCI-LS "A A g

CRERCE i #4 B o
a3 - 0x0001 AAAEEA | AFT] A ANE 8
e E@A

——— - R ERERET R
A _] 0x0003 Al57] A2 5 A ol

AT @A =
gl - 0x0002 | AAAEHEA | 457 7] 4 9
“al7] A A
A= vt7)eo sk

A — - =270
HAA 0x0004 | A157] ARQAEEA |

“%}1’_7] A_];gn =2

¥ 79 SCI-LS #AA g

238




(21)

SCI-LS so]z== 49
) EHEe - AE dAP
Byl\tlf_ Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bitl | BitO
00 ZEEF B 0x30
01.02 | wWlA1A] EFSI: 0x0001
03..22 | $A ¥z}
23..42 T A
43 Hol2E — 7] dA] e dgt 2=
44 Holz & - 7] AA §FY s f 1=
45 Hol2E - SEXA]7]
46 Aozt - £EXAY] &H
47 Ho]|ZE — WEFE AT
48 Holz = - x| &H
49 Ho|ZE — J5As AR
50 Holg2= - A2 K
51 Aozt — orF o7 oFA FHAl
52.60 | #Hol2E - I7PEE WA
¥ 80 FHANIZHEA])
1) HlolE 43: 712 @Al F3
B Ao Ay Alzr)eh 22 A5 FEs o, @A f3e et
FE+= obff xe Ak 7EF A7) td ZEE BF AREAE skt
A | o an | 2an | san 0 L san | oy
T 2| A} x| &}
0x01 | R(EAD 0 0 0 0 o)
0x02 | YY (AA) 0O
i)
N5y | 0X08 Y (5-2]) 0 o) 0 0
0x04 | YG (%) 0 0
0x05 | G(x13) 0 0 0 0 o)
0x06 | R(EA) 0 0 0 0 0
0x07 | YY (A A) 0 0
s
Az | 0x08 | Y(F2) 0 0 0 0
0x09 | YG(3%) 0 0
0x10 | G(X3) 0 0 0 0 0

¥ 81 HIO)E 43 7|E #HA 73
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By;f_ Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bitl | BitO0
00 Z2EF B9 0x30
01..02 | WlA1A] E}Y): 0x0002
03.22 | 41 2z}
23.42 | A AEx
43 Ao|ZE — ¥
® 82 P (E7142A)
1) HlolE 43: 817
#k S
0x01 | 5%k 817
0x02 | ozt 8]
OxFE | Y%A &2 ¥7]
X 83H]E 43(8171)
(th  =wAA - Als JAP
Bﬁf‘ Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bitl | Bit0
00 Z2EF B 0x30
01.02 | #WlA1A] EFS): 0x0003
03.22 | 41 AHA
23.42 | A AR
43 HolRE — 7] dAl F8 U3t 2=
44 HolzE - 7|3 dA F39 e 9% 3=
45 Hol2= — HEHEAY]
46 Ho|RE ~ FEEAT] ¥
47 Ho|R= — WAL A7
48 Hlolg = - WFEAT] 4H
49 Holz= — A8t JK
50 Hol2E - MNE2AH
51 HolRE — LA 07 o]FA A
52..60 | #Fo|RE - =pHE A
¥ 84 WAARIZAA)
= HwAA - w2
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Byte— ) ) ) ) : ) . .
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit O

00 ~2EZ B9 0x30

01..02 HAIA] BF: 0x0004

03..22 FAl 2 H =}
23.42 | A AEx
43 Holz = — )

¥ 85 AR (8}7]1227)
(22) SCI-P <¢lg]#o] A A}k

HZAB7)(P) IP Ao 9) AAAEFAN Qo] AE Foun

(23) SCI-P Z2EZF E}Y]

tk o]

0x30 AAAZ A2 (EIS) — A157] (LS)

0x40 | AAAFTAA (EIS) - AZAF7] (P)

0x90 AAFAEFA (EIS) — LWk 10 (Generic 10)

¥ 86SCI-P ZTZEZ E}9]

(24) SCI-P WAA €9l

A R & e A =7
gEo] - HEyH =
ARAE A Az AT
cdmAss] da 0x0001 -5 2 ] Az dsy] sk me
A=A — A HAZAZ7
A 0x000B | A28 AAAE LA A=A
“A2H37] Y9 YA st HA]A]
AM2A87] Ags
HA]A] — ) o - =
0x000C | A= A3%7] AR A F %] g3t Ho &7k
“Bhel o}
NEEEE

¥ 87 WAIA €Yl

241



(25) SCI-P #Ho]z= A9

Oh  WEel - HzAB] AW

Byl\t;_ Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bitl | Bit0
00 I 2 &3 B9 0x40
01..02 | WlA1A] E): 0x0001
03.22 | A 249zt
23.42 | A 2zt
43 Aozt — AZH3Y] $A Ag ¥
£ 88 HF|(NZATI] A
1) wlolE 43: Az 9% d3 99
#t S
0x01 | A9 A3 ¥
0x02 | ¥k9l 3% ¥
¥ 89 HPO|E 43X 2 A8V XA BH)
b HAA - HZAS] 1A
Bﬁf_ Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bitl | Bit0
00 TZ2EF B9 0x40
01..02 | #WlA1A] EFS): 0x000B
03.22 | 41 Az}
23.42 | A AR
43 Holz2e - A2H87] 9% B
E 90 HAX(AZAZY] X))
1) HlOlE 43: A2A7] 9% B
s o] #
0x01 49 A
0x02 | W9 $1
0x03 | 914 AR gl&
0x04 | EdlY=(Trailed)
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E 91 Hjo]E 432 AEY] 9% B

(th A “BFSlobx”
ByNtf_ Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bit1 | Bit0
00 T2EF 9] 0x40
01.02 | #lA1A] B<: 0x000C
03.22 | 4 248zt
23.42 | A AEx)
£ 92 HIAA (B ok%)
(26)  SCI-10 <QIE#H o)A ALk
ARk 10 1P Ao} -9} AAAFTER 7 AEHlo|~Es 4o gtt,
(7h  SCI-LS Z2 &3 gl
ak o] w]
0x30 | AAATEA(EIS) - 257 (LS)
0x40 | AAAFZA (EIS) - H2HA&7](P)
0x90 | AAAFZAA (EIS) — €4t 10(Generic 10)
¥ 93SCI-LS ZR2EZ B9
(b)) SCI-I0 =HAA e
w| A1 =] o FiS &4l &2l =3
ng;j Ad 0x0001 AAAEZEA | AR 10 s A e
e DR
H AL A —
“FgAg 0x0002 4k 10 AAQAEAA | 24 a4 A
& E”
AL A —
gEAd 0x0003 A4k 10 A2t F A d=gaAd A dHE
& E”

X 94 SCI-I0 HA1A B4
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(27) SCI-10 #Holz== A9

b EHEo - ‘EgAd 247
Byte—Nr |[Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bit1l | Bit0
00 Z2EF B 0x90
01..02 H A A EFS]: 0x0001
03..22 T2 2t
23..42 T Ak
43 Holz= - EFAE F k
44.44+k=1 | HolZ2= - E9AYE nof dig Al YF (1 < n < k)

= 9593 o(&gAd 273)
1) vholE 43: 2HAY F k
ALY £8 dgujett 2o AY) 51709 FHAEE 44 5 Ak
2) HlolE 44.44+k—1: Z2EA9 no] st Ao ¥

HROJE 44 58 28Ad 5 kol diFshs whae] nlo]ES Edsof g

ity o]

0x01 | =949 OFF ¥

0x02 =449 ON B33

¥ 96HIO|E 44 YA d n AFH

() AR - = AE A
Byte—Nr | Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bit1l | Bit0
00 T2 EF Bl 0x90
01..02 A =] EFQ): 0x0002
03..22 S AEat
23..42 T2 2t
43 HolZE - EYAd F k
;L4"44+k_ golz= - FYAE n 9 I = n = k)
E 97 HARA(EHAE FH)
1) Wlo]E 43:

)
1)
i
¥
~

=
ZEAEY] 5 gviskes Ao HY 51719 E9AdS 24E & vk
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2) WROIE 44.44+k—1: 29AE n o A

HROlE 44 H-E Z9AE kol dlFets whao Hol|ES xdaof

#k Sl
0x01 | =944 84
0x02 | =9A2 Fol

¥ 98 HIO|E 44 £8A|d A

(th  wAA - A T

Byte—Nr | Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bit1l | Bit0
00 T2 EF B4 0x90

01..02 A #] EFY): 0x0003

03..22 S 2zt

23..42 T 2zt

43 HAolZ2E - 4gAd F k

T es - gaaa e aEa = 0= 0

E 99 wAIX(LEAE HH)
1) Hlo]E 43: €149 4+ k

AYANEY 5 gulsts Aoz Hd 51 719 dHAES A 5 Qo
2) HFOIE 44, 44+k—1: 449 n 29 A

Bl 44 R QEAY 5 kol AFHE WF ol EE TFao} k.

& BE

0x01 A= 2E OFF ZHH

0x02 olgxld ON AHH

0x03 AHAG ol

X 100 H}0]|E 44 A n o AH

IP Aol E A% welio FAL 913 et gol Faa
D IP AR ¥ =R Ao 33S Fastd st Aol B4
S8, 1 ANE A% vevE A5
2) IP Aojni e Juk Wete ZA A 8L A% =R AEHD
el el ek 9 A5 A g ARE 1 xvhd FH0 A%
veve Adu
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3) IP AoAF= MEHAZ 1A 2 A2 742t sdst A ARE dF5d
4) 1P AojFo] FAT Je RS AdFs)
5) IP AlojRE A% =R RE 32 £ AXE FAEH e 4 =
wAow AAste], dY FX7t Gt el e Fail-Safe 42
Sk kia=d
(29) Ak /O IP Aoj %
7hH  TS-02 9 1/0 A2 tho}Elelo]
TS=02 99 /O IP AlolF= A% Ae &, dl4 x| Ag & 4 Ao A5 &4
55 gasi,
D. 1/0 2% A9
A~ SLOT/EE | 949 &9 21821 1D H] 31
1 IN SGL.DN_.IO_.INO1_DT
2 IN SGL.DN_.IO_.INO2_ DT
10S2 3 IN SGL.DN_.IO_.INO3_DT
4 IN SGL.DN_.IO_.INO4__ DT
5 ouT SGL.DN_.IO_.OUTO1_DT
¥ 101 TS-02 ‘?-”‘, tfo}eloto] 110 RE A9
% 282 ID = 1 A9 2 A7 FL38HA ARE-st)
@. IP ¥4 9 UDP ¥E A9
Nl | zma | oAe | oE= P 4 sl B
R P1 192.168.100.002 | 30002
i P2 192.168.200.002 | 32002
P1 192.168.100.102 | 30102
B
P2 192.168.200.102 | 32102
10S2
P1 192.168.100.052 | 30052
A
g P2 192.168.200.052 | 32052
2
P1 192.168.100.152 | 30152
B
P2 192.168.200.152 | 32152
¥ 102 Ts-02 9%‘ tjo}glolo] IP F& El UbDP X E 7§4
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&Y YrE
. a1 a2 g3 a4 g5
INO1_DT INO2_DT INO3_DT INO4_DT | OUTO1_DT
1 VRDI1 B101T EHUPZR VRD1
2 VRDZ B102T UPZR VRDZ
3 B103T EHDNDIR
4 B104T DN3-YY
5 B105T DN3-Y
6 21T DN3-YG
7 1T
8 XT
9 51T
10 2T DNZR
11 YT UPDIR
12 OsongTPR 2A-YY
13 2A-Y
14 2A-YG/G
15
16

¥ 103 99£9 FYXrE
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(30) A137] IP Ao]H

&4y

TS-02 ¢ A%7] B9 tjolelofe]

TS—02 92 AF7] IP Alojis ZE Ay

HE

O. ANz7] 25 A9
Al 2~ H SLOT ASE = 21H 21 1D 51
P1 SGL.DN_.LS_.1A DT | TS—-02 1A
1
P2 not used
10S3
P1 SGL.DN_.LS_.3A DT | TS—-02 3A
2
P2 SGL.DN_.LS_.3B DT | TS—-02 3B
P1 SGL.DN_.LS_.4A DT | TS—-02 4A
1
P2 SGL.DN_.LS_.4B DT | TS—-02 4B
1054
P1 SGL.DN_.LS_.2A DT | TS—-02 2A
2
P2 not used
P1 SGL.DN_.LS_UP__ DT | g™ A&l
1
P2 SGL.DN_.LS_DN__ DT | #& &}
10S6
P1 not used
2
P2 not used

¥

¥ 104 TS-02 9 tjo}elolo] AZ 7] RE
282 ID = 1A 2 A7 T8 ARt
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@. IP ¥4 % UDP fE A<

A=g | /A Ad ZE P F4& ZDE
Pl ]192.168.100.003 | 30003
: P2 ]192.168.200.003 | 32003
A Pl |192.168.100.103 | 30103
’ P2 |192.168.200.103 | 32103
10S3
P1 | 192.168.100.053 | 30053
: P2 ]192.168.200.053 | 32053
2 Pl ]192.168.100.153 | 30153
’ P2 ]192.168.200.153 | 32153
P1 | 192.168.100.004 | 30004
: P2 | 192.168.200.004 | 32004
Y P1 | 192.168.100.104 | 30104
’ P2 | 192.168.200.104 | 32104
10S4
Pl ]192.168.100.054 | 30054
: P2 | 192.168.200.054 | 32054
2 P1 | 192.168.100.154 | 30154
’ P2 | 192.168.200.154 | 32154
P1 | 192.168.100.006 | 30006
: P2 | 192.168.200.006 | 32006
i Pl ]192.168.100.106 | 30106
’ P2 |192.168.200.106 | 32106
10S6
P1 | 192.168.100.056 | 30056
: P2 | 192.168.200.056 | 32056
2 Pl ]192.168.100.156 | 30156
’ P2 | 192.168.200.156 | 32156

¥ 105TS-02 & djotgjete] IP 4 U UDP ¥E A9

249




o= A A FAeE S=Transport oA Z+2F A &gk B E0]
= 0
=

1A ¢} 3A 25715 d%é9, S—Transport 8] EE& 4A

219 2} 1D H] 31

>,
[>

T
0]
e
O
,%
ko
i

- SGL.UP_EI_.ILS___00

- SGL.UP_EL_ILS__01 | TS-03 1A

TS-03

- SGL.UP_EL_.ILS__02 2A (1))

- SGL.UP_EL_.ILS___03

- SGL.UP_EI_ILS___ 04

- SGL.UP_EL_ILS__05

- SGL.UP_EL_ILS__06 | TS-03 3A

TS—-03
SGL.UP_EI_ILS__ 07 AA ()
¥ 106 TS-03Y HAAFA AZV] 25 F9
@.IP ¥4 9 UDP %£E A
UDP
B Eat! /57 g IE IP F4& o H] 11
1A - - 192.168.100.012 3002
2 A - - 192.168.200.022 3002

¥ 107TS-039 FAAFA IPF4 Z UDP XE A9

(th TS-039 4l57] A9: S—Transport

fol

TS-03 99 Al57] 1P Al

o f-= YAAFAeE S—Transport oA Z}2F A #gk R Eo0]
AR Eh, FAHFALY] BE

< 1A 9} 3A 45715 @938k, S—Transport 8] RE2 4A

;

Al 2~ El SLOT SRSy 2121 1D 1 ITA

- - S_Transport_S_Module | TS—03 4A

¥ 108 TS-03 S-transport A37] 2E A9
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@. 1P &4 4 UDP XE A9
_ uDP
A 2H F/5Al g XE P 4 e H] 37
1A - - 192.168.100.016 | 3020
2 7 - - 192.168.200.016 | 3020
¥ 109 TS-03 S-transport IP 4 4 UDP ¥£E A9
(31) A=ZHs7] IP AojH-
b TS-029 A=zZAsky] Ao fo}E|o}o]
TS—-02 99 AzAsk7] [P AlojH= N21 3 N51 AZAZ7]of st Ao gt}
D. A2A%7] 5 49
Al 2~ HEl SLOT ASE =3 A1HE 2} 1D H| 1
P1 SGL.DN_.P__.21___ DT | TS-02 N21
1
P2 not used
10S5
Pl SGL.DN_.P__.51P__DT | TS—-02 N51p
2
P2 SGL.DN_.P__.51F__DT | TS—=02 N51f
¥ 110 T7S-02 % thojglolo] NzASy] 2E F9
% 2 IDE 1A 2 A7 TdeA ARSI
@. IP 4 4 UDP X E A9
Al 2~ El /57 A IE P &4 UDP T E H] 11
Pl 192.168.100.005 | 30005
A
A P2 192.168.200.005 | 32005
1
P1 192.168.100.105 | 30105
B
P2 192.168.200.105 | 32105
10S5
R P1 192.168.100.055 | 30055
. P2 192.168.200.055 | 32055
2
. P1 192.168.100.155 | 30155
P2 192.168.200.155 | 32155

® 1117S-02 % tfoteloto] IPFA 4 UDP £E A9
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)
0]
e
®
,%
ko
i

219 2} 1D H] 31

- SGL.UP_EL_ILS___00

- SGL.UP_EL_.ILS___ 01

- SGL.UP_EL_ILS__ 02 | TS-03 N21

- SGL.UP_EI_ILS__03

- - SGL.UP_EI_ILS__04

SGL.UP_EI_ILS__05

SGL.UP_EI_ILS__06

TS-03
SGL.UP_EL_ILS__ 07
N51 (e r])
¥ 112TS-03 Y HAAFA A2AE7] 25 FY
@. 1P 24 9 UDP XE A ¢
Al 2~ El F/5A Ad IE IP & UDP T E H] 11
14 - - 192.168.100.011 3002
2 7 - - 192.168.200.021 3002

¥ 113T7S-039 JAAFAL IPFA U UDP ¥E A9

(th TS-039 Azdg7] A2 S—Transport

TS-03 92l 2787 IP AP FAHFASE S—Transport oA Z-2F A2kt
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ey SLOT s 21821 1D 1T

- - S_Transport_P_Module | TS—03 N51

¥ 114 TS-03 9 S-transport AZ2A3Y) ZE A9

@. IP 4 9 UDP XE A9
Al 2~ E) TF/5-A A4 ¥E IP 4 UDP % E H] oL
17 - - 192.168.100.016 | 3002
) 2 7 - - 192.168.200.016 | 3002

¥ 115TS-03 Y s-transport IPF4 & UDP X E A9
% S—Transport & A&7]e} A2HA37|= FLI IP 45 AFE-3Hc},

(32) LCC <lE]Ho] 2~ A}k

(7})  LCC(Local Console PC) % 9]
2% APANA LCC &= TS-02 ol Axso] &84t Ao ¥5&
AEstal, A% =FZHE Ao e dist Aol 4% e dn
FEA| B}

(1)  IP 4 % UDP XE H9
ey F/5A A IE P & UDP X E H| 37
- P1 192.168.029.200 | 50001
1A
— P2 192.168.030.200 | 50002
LCC
- Pl 192.168.029.201 | 50011
2 A
- P2 192.168.030.201 | 50012
- Pl 192.168.029.210 | 50021
1A
- P2 192.168.030.210 | 50022
MC
- P1 192.168.029.211 | 50031
2 7
- P2 192.168.030.211 | 50032

¥ 116 IPF2 % UDP XE A9
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(33) dF +=gF COM == A9

AF =gF & LCC 9 e H o) AE F33517] S8l COM R=2] oyl LEE AFg3tc},
COM EE‘: LCC 25 Fad Ao dH& dF =% CPU »=2 Hesta, CPU
HEZRE Aded Ao Ao 2% e JRE LCCE dFets 9dS gt

OhH  IP 4 W UDP £E 9
Al 2~ E TF/5-A A4 ¥E IP 4 UDP % E H] a1
- P1 192.168.029.101 | 60001
ILS1 A - P2 192.168.030.101 | 60002
COM — P1 192.168.029.102 | 60011
2/ — P2 192.168.030.102 | 60012

¥ 1171P ¥4 % UDP 2E 39
(34) LCC &4l <lEdHo]~ 44

AF =g Fe LCC 3 BAl AEFH ol A= AAF 421 [ZEIR_DO11] EIS OPC—ILS
Interface Specification & W&t}

(35) = 3z A

iy

B dAA5EA= ARz FXe o] 2AE A A=RF JHE o] &5t
A57), ArAd@r], ATC/ATOAY] 9 Ails As & daeds A 74
Ao 7)%5-L Fail-SafedtAd] A@)al= Ax2A 718AFe] A4S Husr W57 94

W olE Qe Bt ket Fele] o3 gHelel QlEidolng st A kAl
2L Aolshs AR Tre Fejel 9 Awst Az 74

QE|To] 2 ao] EASH= WA AARIEAAS] Be] QTR Az} Qb Aelr} ohd

X
-

(o]
e
i
e

gl Atlole] QoL 7152 FE S WA ole] tjdt EEE @ Bk A7
lo st At £89) kY W AELIHS PP FAT FeY

TAHOZ AAERS FEFSh= AS HRE s
B FHolA = Euro Interlocking(1999~2008) %' INESS(Integrated FEuropean
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Signaling System, 2008~2012.3) X2 HEE A EULYNX X ZHE (2014 ~ )&
ZIREC 2 [P 7]Es o] &% AXAFEA] JIEFo|A 7 A W AE3 2RAES
HEGA; TR WYFoln Baseline 3 EaAFA7E 2020 52 Ha) =k,
W olyst ] d3FS 7kste] KTCS—2 283} A8 Al7]o] 2t =tujollA] o]n]
H]¥ IP(Internet Protocol) 71+ &8slo] 7|& 1HA Tl &4 521 9= A8
A 4= ol I AFAAEL] 7Pkl KTCS—1,2 ¥ SAEES} Ao 713t

TP 7IRE A Al s A AE3t & FXE3A.

AT A TA A QlojA AxzAP AR T8 x| 7 AsAdAS A rLodate] Au) %
1 fR A S fE o T8k fH AR ASA|ARIQL ERTMS/ETCSOA =

T 93l 7)1&A ASEYA (TSI : Technical Specification Interoperability) 0. %

i

TP7INE % AAAEE L5 BAAE A7 e PAlOY HE S ARALE
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45894 (TSD S 2 ¥ wejelad s
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Wi WERa 9 sy dEslasle] mEsE e, e 2 PN

2
>
e
off

A

T2 ) T 1%

TN ELY A (Open Network) : HAAFAZTH=] A|AH

U YEY 7} obd AxFAEAR 9 Q)] EpA| AE)

7HHO]-?_53
© | (BTCS L1, ETCS L2, CTC, TLDS )3 914€: 92w EN50159
HE A
HESZ
e AAFAE 42 2} Command % Message 1.3F
IAE YEYA (Closed Network) @  ZAx}pAE=x] 9}
e [PA|o] R (A 5 7)/A 23] 2/ 2487 /71 eFdm]) 4l
e B
’ GARZ 9 o]y RS Tass AXAEAN A48 | EN50159
HER A

UF-E vE A

oA} E 2] 9} Command % Message 1.3+

E 118 /NP VEYZHAE VEHZ B9

W g FHo] A~ FA175t - TCP/UDP
o SCI : Standard communication Interface (3= ZA1 QlE]Ho|A)
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Data Link Layer : Ethernet

Network Layer :

Transport Layer :

IPV4
UDP

Application Layer : PDI (KrLinx)
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48
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Communication
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-« Vee 12V - +s Other COMU, 10U, MCU

POWER SUPPLY
(24V-30A)

V-METER AMETER

POWER SUPPLY
(24V-30A)

V-METER A-METER

% 193 AF7)

dAYY A AC 220V, 60Hz, T4

dHAst 8849 AC 176V~ 264V

A4 2894¢ 4 A7 DC 24V, 30A

dHAgtel g EEAAF = AYE 96949 0.5%14

ZgF3tel gk Y= ARE 9499 1%

HEE ¥ FSAY dAF-3kel A 2400V ol ek (HaA 9 HA AT
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ok oy 80%°17%
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296



1192 s (PSU)
- 4U BF 2%A 74
- =9 o]F3E, Fod A
TE—"I_"I_T—I_"I_T_T_I_TT_T‘I_T_T—‘I_‘E—
(] (ol gl i =)
&= -
L L
-] . . ]
E
PEU PRU
- - o-
@l| o= .- ®
o "'.- '.- o
J_B_J_J_J_J_J_J_J_J_J_J_J_J_J_J_J_!_
I9 194 AJEE(PSV)
Qg At AC 220V, 60Hz, T
A=At 8849 AC 176V~ 264V
174 £894¢4 2 A7 DC 5V, 15A
A Aol i ZHIHE 478 49 0.5%01
=975t tighk ME = ARE EH At 1%old
HEE 9 FSAY A3kl A 1000V o]k (Harx ek HA A
=89 =3AH -10% ~ +15%
a8 70%°]7%¢

1= (1/0)

¥ 127 AY9EE PSU AH¥F

e Capacity : 8 Input + 8 Output

< J=EHA o)Fst 9@ A/B vl (FolE A Port Alarm 2AY)
« JHEAA a2 BFEE Y3 Check—In (Debouncing) A% ARE-
o ZHA o]F3

— A/B Route7} Fd3atojoF = A|o] Enable
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=& 7FAl (V_Mon) 2 vl (A/B7} AFol& A9 Port Alarm '2AY)

—WEA o] 8y A 7F Aole A-$- Port Alarm A 2 ZFH A o] (SSR—OUT) Disable

W77771 ’ .—W H
ETE e o
== om I
- ilnn
 lem -
=)
= PSU —
o= . | ®= =
i I @m it
35 i/ .
'_i L i
= B &
+ + +* + + © *
Pl le le o (e (e @ |le e e Fo OO Y I

I
|
|
|
|
|
|
HO (A |

HURM (A " P

FPGA-A [ 223 t | i
b | .. | Machine

- | -®-1----

S— |
HELA | |
RIS |

wUAY & - BN |
%Y B !
|
|
FPGA-B o '
e | i
i

¥ 197 POINT 25 4#% @ Diagram

]

I 71 (LS)

>
fol

299
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TS=

=4 T4 w9 03¢ 2] A

7172 1991% %+ o 1

45771 24V / 30A o 2

HAARE 5V / 15A o 12

COMURE% 7N 6

MCU &% 7N 6

INOUT =% IN / OUT 8PORT 7 4

[P0} a POINT E& 7 2
LS 5 70 2

FUSENXE - 7N 4

B9 6U o] 3

J1 - 2 3

J2 - =) 3

FAN - o 3

IDF - 7 1

71714 1991% %< o 1

4E g FDF / LC / 16C o 1
L3 250V / 10A 7 2

= 9.6 ~ 60V 7 6

71714 1991% %<& o 1

FUSE®F - 7 1

A5 &5 257 BE - 7 1
292 BE - 71 1

A2¥E o RE - A 1

7] 7] 2 1912 £F cf 1

A7) A7 N1 /R1 AE 12
A A% 7 360

Hj g 27 50A 7 1

Az} AE7) 200~240V 7N 2

GPSx®.¢H7] 60V 7 16

GPS ®.gH7] 24V 7 10

ARE A7 = 7N 22
NOISE FILTER 250V / 20A 7 1

FUSE 7 20

Ao A% 7 60

a4 7N 20

¥ 128 7AE +3
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(eh

AFHk A kel PN B SA ZREFO Al Y& ol At

=)

AsHo dFAEA Y AL D T 2RES

QA

AFHEd AZAAFLA= L3 Switch o]TAES A28 Ethernet UDP/IP

AeZA g AZAANGA = olTAR FAAEH A2 274 IPE 2=t

Byte &4+ Little Endian %2 0 2 3t}

AGgA o)A 14 2D 2415 Message dF Al 4719 IPE F&3sto] AdsF 14 ¥
271 % Packet & Z&8lofoF gt

AZAAZH 14 D 24l AFHFEFEH Network 1& &% Ao Packet¥}

Network 25 %3+ A|o] Packet2 FAI3te] o] = 349 Packet2 A ¥l3dte]

AExRE %7] 7% A = HQ Al PDi Version Check % %7]3F &%
Messages F% 3dtojof 3, dGA LA = olof U &H Messages F+=

sholo} gt}
AFHE Aol Ame] WA WAT AS ZA AgAEA AT Aol

MessageE 4% 3} oJofF st}

A= 14 W 2415 3719 AR (1% HF)E #4184 50mS ol
el ARE FA slojof it
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HE{I HEE

EIS (U58) L3 Switch 171 10S (5LAH)
P1: 192.168.100.221 : P1: 192.168.100.10~12 |
12 | 17
P2: 192.168.100.222 | P2: 192.168.200.10~12 |
P1: 192.168.200.221 P1: 192.168.100.20~22 |
27 27
P2: 192.168.200.222 P2: 192.168.200.20~22 |
L3 Switch 24
I¥ 199 Al AR YET A=
TP Address
Al Aol A3k IP AddressE v} 2t}
P1/P2
P1(100.10)/P2(200.20) UDP D YArE
(F/5)
192.168.100/200.10/20 3002 SGL.UP_ELILS_ 00| IN#1/OUT#1
192.168.100/200.10/20 3002 SGL.UP_EIL_ILS_ 01| IN#2/OUT#2
1/0 192.168.100/200.10/20 3002 SGL.UP_EIL_ILS__02
192.168.100/200.10/20 3002 SGL.UP_EL_ILS__03
192.168.100/200.10/20 3002 SGL.UP_EL_ILS_ 04
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192.168.100/200.11/20 3002 SGL.UP_EL_ILS__00
192.168.100/200.11/20 3002 SGL.UP_EL_ILS__01
192.168.100/200.11/20 3002 SGL.UP_EL_ILS__02 N21
192.168.100/200.11/20 3002 SGL.UP_EL_ILS__03
POINT
192.168.100/200.11/20 3002 SGL.UP_EL_ILS__ 04
192.168.100/200.11/20 3002 SGL.UP_EL_ILS__05
192.168.100/200.11/20 3002 SGL.UP_EIL_ILS__ 06
192.168.100/200.11/20 3002 SGL.UP_EL_ILS__07| 8] (N51)
192.168.100/200.12/20 3002 SGL.UP_EL_ILS__00
192.168.100/200.12/20 3002 SGL.UP_EL_ILS_ 01 1A
192.168.100/200.12/20 3002 SGL.UP_EL_ILS__02 H] (2A)
LS 192.168.100/200.12/20 3002 SGL.UP_EL_ILS__03
192.168.100/200.12/20 3002 SGL.UP_EIL_ILS_ 04
192.168.100/200.12/20 3002 SGL.UP_EL_ILS__05
192.168.100/200.12/20 3002 SGL.UP_EL_ILS__06 3A
192.168.100/200.12/20 3002 SGL.UP_EIL_ILS__ 07 o8] (4A)
E 129 A9 Hx) Ip
Qr/o FrE
Al g [/0 FAEE tha ok
Prt Mod IN #1 IN #2 OUT #1 OUT #1
1 XT B104T VRDI1
2 21T B105T UPZR
3 1-1T B106T DNDIR
4 2-1T B107T 1A-YY
5 1T EHDNZR 1A-Y
6 2T EHUPDIR 1A0YG/G
7 51T UP3-YY
8 YT VRD1

¥ 130 AlEY 89 1/0
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dProtocol Layer

Protocol Layer 738 e+ oldio Zt}.

| Ethernet
| P |
I I
l uppP l
} Application —f
Ethernet IP uDP Application Application Application | Ethernet
Header Header | Header Header Data Trailer FCS
(22 Byte) | (16 Byte) | (4 Byte) | (4+43 Byte) (n Byte)
STX Length SEQ PT MT S.ID RID CRC-32 ETX
(16 Byte) | (2 Byte) | (1 Byte) | (1 Byte) | (2 Byte) | (20 Byte) | (20 Byte) (4 Byte)
Header 1 Header 2

dData Link Layer
Data Link Layer (Ethernet) T4 &= olzj e} #u}.

IEEE 802.3 100Mbps Ethernet "2

« E

(€]

« Ethernet Layer Spec.

719 200 Protocol Layer

& Abga

AlHE212- Unicast B24)S |8 gk},

—Physical Layer ; 100Mbps LAN (RJ—45, UTP5)

—Data Link Layer

— Preamble : 8 Byte

— 441 MAC Address : 6 Byte

— 441 MAC Address : 6 Byte

— Type : 2 Byte

- FCS

. 4 Byte
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QANetwork Layer (IPV4)

IP Header® A 3= ofgiel 2ot

Version Header Zo] Service Type Packet o]
(4bit) (4bit) (8bit) (16bit)
21 =} Flag Fragment Off Set
(16bit) (3bit) (13bit)
S ks Protocol W& Headgr Check
um
8bit 8bit
(8biv (8bi) (16bit)
Sender IP Adress
(32bit)
Receiver IP Address
(32bit)
¥ 131 IP Header
_ L th
g (e];li) Description Data
Version 4 IP Version (IPV4) 04H
Header 4o] 4 20 Byte (4 Byte %9)) 0O5H
Service Type 8 Routine O0H
IP Header& X33 Data
Packet 49| N o 7o N
N/A, ®% Fragment A
11
21 =2} 16 e O0OH
Flag . Fragmentati(?n o5 A4 0108
Bit
e { Offset 13 Fragmentations A4 g 4000H
orma se _
o ARE- (Flag *3h)
e g NetVYork’:}Oﬂ/ﬂ Packet©] 05H
EAsH= AlZE (52 AA)
IP Protocol Number
Prot 1 1S 8 11H
rotoco (UDP : 17)
Head
cader 16 IP Header 9% Check
Checksum
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QA Transport Layer (UDP)

Transport Layer (UDP) & F+A43e& ole} 7t}

Source Destination

Length Check Sum UDP
Port No Port no

(2 Byte) (2 Byte) Data
(2 Byte) (2 Byte)

3 132 Transport Layer(UDP)
— Port No

« EIS : 5001 (1389h)
« 10S : 5002 (138Ah)
— Length : UDP Data + 8 (UDP Header)
— Check Sum : AR&38k4 ¢k (0X0000)
dApplication Layer
Application Layer? T4+ ol Zt}.
v Header 1
— STX : Start of Message
— Length : PT (Protocal Type){ ¥ CRC-32 o|d 7}#2 Data Field? o]
(Application Header (43Byte) + Application Data)
— SEQ : Message A% €4, Message A5A] vty 1 A =7} (0X00 ~ OXFF)
v Header 2
— PT : Protocol Type (Interface HE A H A|AHE EF7o uz} +&)
S Ci—LS : 0X30
* SCi—P : 0X40
« SCi—1/0 : 0X90
— MT : Message Type (Protocol Typeol ©3 Command (AH¢]) % Message
e ) el web -2, SCi-LS, P, I/O %)
—S—-ID:

ol
2
1>
e

2k FAAA o Z 0X00 (20 Byte) & 114

Kan

— R-ID: &2 282, 4o = 0X00 (20 Byte) 2 1173

d Application Trailer

Application Layer®] T3 ofall 9} 2.
— CRC—32 : Appllication Header 22 PT (Protocol Type) ¥ CRC—-32 < 7}# 9] Data
CRC Ak o> ‘0XCY9AEBFF7 ( ‘'0X4Cl1DB7° o2 WA 2% @ CBi <

o

SIOSeA AFE&E T2, dwba o2 LANCIA AHE)
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— ETX : End of Message (0X03)
A& FA o] &= PDi Version Check
HG A o] 42 PDi Version Check #2128 o} g} Zr},

— XX (Simulator) %7]%Z A QEIFH oA HE RE HAAAXZE PDi Version

— A o] & X += PDi Version Check Message©l tisto] oo} o] &wt3it},
< KRLYNX Page 18, 19, 20 &% >

ILS (Simulator SCI-xx

M-T (0X0024)

§§§§§ ~~Byte 43 T
I 50mS O|Lf
" MT (0X0025)
" 43 44 45 16
PT 0X0024, 0:+-+- 0, CHK 2AlVer Check Sum Check Sum
(Byte 44) £ Data

L AR 0 2 AFESHA] S
Byte 45 : 0X01
Byte 46 : OXFF
2215 Version (MT 0X0024 2] Byte 43)
= Copyste £41
L 2X]: 0X02, 2Y4X]:0X01

Aol =73 @ 9 Sk ofg e} o),
— EIS ¢ %713 o3 "WHo wat 10SE #A9 %7]3 (Power On Reset) AHZ
Agslojor sl %713} 8 F %7]3 ¢kE MessageE $E3)

— Message Hand Shake
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\ B
Max. 10Sec L

QA-sH-¢k Az 1A 42 (LS) 1Ee] Data &4

ATH-9 257 A A2 Data $54 B

ILS (Simulator}

CD_Ingje.
MT : oy vate_Signaj As
— " YX000] ~4Spect (A1 5 5
— VL (N -%{Af r"ji"i
— a'g):

4,,-—-"'-'__- 1iC ate S 1- 2
-1 \ PP, +« 0.&£0
cp -“‘0)‘-\00(\3 .

v CD_Indicate_Signal_Aspect Message 7%
CD_Indicate_Signal_Aspect Message T-%+ o}dj 9} #th
— Byte No 43 : A137] 1 o thg &A] Ao]

44 0 A5 7] 2 o st dAAl Ao
451 A7) 3 o digk dA] Al
46 1 AZ7] 4 o gk AA] Al
47 0 A% 7] 5 o st dAl Ao
48 1 A7) 6 o digk AA] Al
491 A7) 7 o tigk dA] Al
50: A1&7] 8 o digh dAAl Al
51: 1% 7] 9 o thgt dA] Ao}

521 A3 7] 10 o oisk #AA] Ao

— Data 7% (Byte 43 ~ 52)
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01:R
02:YY1
03:Y
04 :YG
05:G

v MSG_Indicate_Signal_Aspect Message 7%
MSG_Indicate_Signal_Aspect Message %+ ol#je} #t}.

— Byte No43: Al&7] 1 o s A =9 A3

440 A5 7] 2 o tiF dAA =9 A
451 A5 7] 3 o tid A = A3
46 1 A5 7] 4 o thd A = A3
47 0 257 5 o gk dA F9 A
48 1 A5 7] 6 o thd A =¥ A3
49 1 A% 7] 7 o tiE A = A3
50: A7) 8 o thsh Al &9 A
51: A7) 9 o thsh dAAl =9 A

52 A% 7] 10 o dist || =¥ 43

— Data 7% (Byte 43 ~ 52)
01 :R
02:YY1
03:Y
04 :YG
05:G
11:R A% A3}
12:YY1 A5 A3}
13:Y A& A3t
14 :YG 215 A3}
15:G A3z At
FF : Aol A4 &
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QAFFe Azd7) A=A (P)7HY] PDi 541
AF 5ok AZA87 A F X319 PDi &5l WA ofef g} At
ILS (Simulator) SCI-P
CD«MO )
= ‘ve_,_!irfz.n.t.(/ 18} Ax)
---- _MT 0x000;
B
YA 2B AJ7HA]
; AT Q\_,(,Ol)()B N Of 1E0FCH
B} Ry )
qon \/ 22— Y :
eG p()n_‘ﬁ-)f‘.’}-- e c;l' 1_1‘11; oukOL}El_C:,E
ASD - e 000C QR|¥F o] = E|A|
— A M IS A2 FL
P . out(7.3%
il -
v CD_Move_Point Message 7%
CD_Move_Point Message T-%+= old|9} #t}.
— Byte No 43 : A2d%7] 1 o djgt W&k A5 Ao
44 AZ2AE7] 2 o tfst WEF A3k Ao
45 A2 3 o ofst wek A3k Ao
46 0 A2AST] 4 o ofst Wk A3k Ao
47 » A2AE7] 5 o tfst WEF A3k Ao
48 : A2 6 o tfst Wk A3k Ao
49 1 A2AST] 7 o ofst Wk A3k Ao
50 AZZE7] 8 o tfst weF A3k Ao
51 : A2Z%7] 9 o tfst Wk A3k Ao
52 AR 10 o oist Wk A3k Ao

— Data : 0X01 (8¢ A% 24)
0X02 (Hk9] #g 24)

v MSG_Point_Position

MSG_Point_Position 7%+ of#j g} &t}

— Message Type : 0X000B
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— Byte No 43 :
44 :
45 :
46 :
47 :
48 :
49 :
50 :
51:

— Message $41 7] : CD_Move_Point 41 &
M287] 1 o g 1% Data
AZAER7] 2 of gt 912 Data
AZAE7] 3 o gt 912 Data
A2 A%7] 4 o 3t 994 Data
AzA%7] 5 o gk 1A Data
AZAE7] 6 o gt 912 Data
A2A87] 7 o g 91 Data
A2787] 8 o thg 91 Data
AEAZ7] 9 o gk 914 Data
AZHg7] 10 o gt 9% Dat

02 :

0
N

a

I

7

0X03: A dH gl (o] T T+ KR1 * KR2)

v MSG_Time Out

MSG_Time Out +%

& otdst k.

— Message Type : 0X000C

— Message $41 7] : CD_Move_Point 4l

].Oﬂ__

— Message 7%+ oldgie} #r}.

— Byte No 43 :
44 -
45 :
46 :
47
48 :
49 :

AZH%7] 1 Time Out
HAZA%7] 2 Time Out
AZ%7] 3 Time Out
AZH%7] 4 Time Out
AZA%7] 5 Time Out
AZd%7] 6 Time Out

AZ2A%7] 7 Time Out
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50 A=Z%%7] 8 Time Out
51: AZZA3%7] 9 Time Out
521 AEA3%7] 10 Time Out
— Data
01 : In_Time
02:
AFH-gk 1/07+e] PDi $4l

AsT9F /028 PDi &

Out_Of_Time

(]

PARRC1S
L

e oo} gk,

ILS (Simulator) SCI-1/C
CD S i
——2%-Outpyt
B --:g_ha”“fiﬂ'& 18} x; 3)
____--______-’
100mS O] L}
@28 BZ 3.-)-—I
\ annel \=— 2=
[9) ()\“p\l =3 -
x‘-_,f.)-%'\tq‘--"'" _--"'--_----- ol=d A =1 2
e G R® 1= e Wst Al opT
.... —_---.).'i--{r-\\n A h ann®
---"'---- “wate Ol -
4 ySG-Stete-

v MSG_State_Of_Output Channel (% g 24)
MSG_State_Of_Output Channel 7%+ ofeje}l #t}.
— Message Type : 0X0001

— Message 7%= oldl ¢} #t}

— Byte No 43 : &8 A1g 4 ; 5 Unit X 8 Port = 40 (28H)
44~51 : 1/O Card #1 Port 1 ~ Port 8
52~59 : I/O Card #2 Port 1 ~ Port 8
60~67 : I/0 Card #3 Port 1 ~ Port 8
68~75 : 1/0 Card #4 Port 1 ~ Port 8
76~83 : 1/O Card #5 Port 1 ~ Port 8
— Data

0XO1 : Channel Switch Off
0XO02 : Channel Switch On
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v MSG_State_Of_Input Channel (]3] A4¥ 274)
MSG_State_Of_Input Channel %= oleje} Zrc}
— Message Type : 0X0003
— Message 7Z2% 99 82149 deel Y Byte No 43 ~ 83)
— Data
0X01 : 998 Channel Switch Off
0X02 : ¢J¥ Channel Switch On
0X03 : 942 Channel &l (A/B EYA])
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@. TS-02 9 W= FHF

AR RE| gty g 9 LR
A& FA o] TS-029, 1T
=2k TS-03 9, 2T
AE e TS-029 4A &2 A= H+F
TS-039 1A W A= FHF
[mims | e uovc voeas fonses woses 5 s e ma |
I T T T
2020.06.02[5—}] 14:32:33
A At
—TS-02 9 4A ¢ X2 FHF A3 A4 /4A A5V A8 AA F4
—TS-03 9 1A Ul A= HAx 23 F4 /1A 257 I8 dA] F4
- M5 7] AW FAA A
Q. TS-02 9 gz =2
Miﬁ S5 ot W G YA Y
. 9 1 TS-029, 1T
B e
TS-02 ¢ &4 &%
AE Y& | TS-02¢9 51T A% A&
TS—-02 ¢ 4A A3 7] AXA
Sememe
Tsr-"b‘_-'?'-'l"’_l’.‘_'-ﬂl 2020.06.02( 5) 14:36:33
Alg A3
—TS-02 ¢ 9z &3¢ & TS-0292 51T A% A-F A
gzt 29 & TS-029 4A A357] AR @A FA
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A8 ue B102T _J%l*ﬁ A= A
A2 A&7 GA
s s e e
g 9 @ ag. a 4
£ s e e
= 2020.06.02( &) 14:39:20
Ng A
—oda A A g 7 AA A5 4A dqA DAL
®. TS-03 9 Al A= WY
AR g5 s 3 94 29
= Z — z|
qE g | ERS S TS-029 1T
& TS-0349, 2T
A@ g | 157034 XT A= Af
E =3 | 1602
2020.06.02( ) 14:41:28
Al A3
-2k TS-03 9 XT A= & 472
—-TS-03 9 1A A3Z7] A=A dAA H4
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®. TS-03 9 93} ©%

Al &5 53 W A 2yAE
= 4Hloj - _ oJ

N ag| ER I TS-029 1T
E&9 1 TS-03 9, 2T

AE UYL | TS-03¢9 2T A% 93 =&

L | cc vinc ioca Beoea goss J e A wes o |
mm _llll‘- LiLF] l :3:!

2020.06.02( H) 14:44:30

2 0a[ 15 E
TE-4 [ANRIATH)

Al A3t

AE %] 3 Y 94 294

}\]2'5-] ‘?_/\_] %E‘?]_—O":l] : TS_03 O":]I, 2T
29 wxed  Ts-029, 1T

(A% U] TS-039 Az % A A

TS-03 gmm

2020.06.02( 5) 14:44:30

A A
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®. TS-03 9 M= FHAH

‘1\]64 SR | Are) upaE oz} 0614}\]64
AE A %?EL@' 1 TS=03
=z 1 TS-02 9, 1T
RERT TS-03 9 3A &% A= A+
TS— 02%ﬂ 2A A WE FHF
e
2020.06.02{ #) 16:13:31
Alg A}
TS-03° 3A W A% AT A3 A4 /3A A57) AW AN A
~TS— 02%ﬂ 2A %}LH A7 HF A7 ZA /24 57 A8 A AAF
- A NF 7] W AA A
©. TS-02 ¢ 4= =4
| A1E 22| 4% e 9A 94 Y
_ =3l TS—-03 ¢
J == =
AE T =z 1 TS-029, 1T
Ale g
£ e e e
20:20.08.02( E,'-] 16:13:54
Ae Az
-TS-03 ¢ 4z =9 & TS-03 Ou 2—1T A% AF 34
- gz % F TS-039 3A 257 FA A A
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Al A

—4ak TS-02 9 YT A% A+
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Member Confirmation

1Pl A=RASIN ‘ HN - Neo. | Company Name Role Signature
“alom S| Jukforap Eore| 44 | <D
Contract Number | Meeting Number Meeting Date Meeting Time / ﬂf;e‘:&_‘if_’ n" = ;} ol A} 1//-//7
2020.06.02 13:00-17:00 | [P = -
Doe. Number Mecting Place | Meeting Company | Meeting Member o | Yen® | &5 | 3 vl
asoigena | AN E4 : el T O | I S
v , [
Member Confirmation =l = .
No. Company Name Role Signatare | " A1
! 4331 Y4 | A
2 4 A Ad 7
y N BB l R
+ | ‘/'(f't AV = & . o
S| B3 ik Ay 22
6 | o> | HHE | 4y P L
|7 | A5 2k |24 R AEE N o 1
g Had |4z | s | opoy
1 g ROk WA P =
lo |3 miad | (739 s L2 . B S ()
W) ',”; 7% alag “;’ \‘\:\ _‘L -
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Standardization of signal system interface based on IP based electronic interlocking system
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Abstract: The clectronic intcrlocking system basically interface with points, signals and track its.
In the conventional railway, interlocking device interface with CTC (Central Traffic Control), RBC
(Radio Black Center), LEU (Lineside Electronic Unit) and in case of urban railway, it interfaces with

ATS(Automatic Train Supervision), ATO, CBTC and other systems. Electronic interlocking system , the
way of information exchange differs according to the manufacturer. When A company's products are
replaced with B's products, they are not interoperable with cach other. IP-based clectronic interlocking
system is a network-based distributed interlocking device, in this paper, we propose inlerface
specifications based an [P-based electronic interl to improve the management and efficiency by
standardizing interface and interoperability of si g system, and 1o reduce the LCC{Life Cycle
Cost)of the entire railway operatian,
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&)
2 General Yt A}SH

2.1 Introduction 7H &

This is an assessment report for the IP based Interlocking System (hereinafter “IPEIS”)
developed by DAEATI. It was intended to assess the hazard and risk analysis of the IPEIS
according to the established documents by DAEATI. The assessment activities of overall
documents based on international functional safety standards are out of scope.

The assessment was done between the dates: 2020-06-11 ~ 2020-07-27 by TUV SUD Korea.

= 2AM = CHOLE[OtO|O| A ZHE IPZ|8F FXIAZZAI (013} “IPEIS")Ol CHEH E7F EAAMoO|Ct
o] M2 542 IP7[8t MXIASIX|0| Chall CHOLEICtO|Of ofs 2f-g &l M0 TSt IP7|8t

- O

l&¢E EE0| REst=X 0l S Bo2ts HelolM N2l E .

HZ0| Cist H7H= 20204 06 11Y ~ 2020 078 277t E|QE0|#EZ 2 ofof 2fs)

X ASER L 2@ 2 2-F 24 A0fof Cfs) Fotets ZOICH EdE W80 Hityez
7

2.2 Acronyms and abbreviations

o of 29

ATP Automatic Train Protection

ATS Automatic Train Stop

HW Hardware

EN European Normative

D Identifier

IEC International Electronical Committee

IP Internet Protocol

IPEIS IP based Electronic Interlocking System

LOP List of Open Points

RAMS Reliability, Availability, Maintainability and Safety

RSRA Railway Signalling Research Association; =M= A7 xS

SF Safety Function

TUV SUD Korea Co., Ltd. 74957581 Report DAEATI_IPEIS v1.0
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S/W Software

SIL Safety Integrity Level

TDB To be determined
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3 Referred Standards

The following standards have been partly adapted with within this project.

Ot} #40] 2 ZEHE HHUHo 2 HEEYYLCH

3.1 Functional Safety 7|52t

Ref. Title

EN 50126-1:1999 Railway applications - Specification and demonstration of reliability,

availability, maintainability and safety(RAMS)

application of EN 50126-1 for safety

Railway applications - The specification and demonstration of Reliability,
EN 50126-2:2007 | Availability, Maintainability and Safety (RAMS) — Part 2: Guide 1o the

EN 50129:2003

Railway applications — Communications, signalling and processing
systems — Safety-related electronic systems for signalling

EN 50159:2007

Railway applications - Communication, signalling and processing
systems - Safety-related communication in transmission systems

3.2 Quality Management E% 2|

Ref. Title

1SO 9001:2015 Quality management systems - Requirements

TUV SUD Korea Co., Ltd. 74957581 Report DAEATI_IPEIS v1.0
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4 Reference Documents 11 EME

4.1 Documents of manufacturer H| ZAl £ A
The following documents were handed over by DAEATI during assessment.

otef 2 S0l CHotE|otOloff ofsh BZt7| 2t S2Hofl MEE|RACH

Ref Document ID Title Date Rev.
[D1] | |PEIS_S002 Annex 2-8.IPEIS hazard & risk analysis | o018.05.03 1.0
report
g8 28 IP7IEE HEXASEK

EHEEHNEILN

[D2] | PEIS_DO002 Annex 2-2. Point Machine design | 2018.11.18 1.0
specification of IPEIS

HH 2-2. IP7| gt TRA S A
HMEHE7|ZE SAHALA

[D3] | IPEIS_Doo4 Annex 2-3. Signal Module design | 2018.11.18 1.0
specification of IPEIS

IP7|gt XA S EA MNzIB2E
HA AL

[D4] | |PEIS_D003 Amnex 2-4. System communication | 2018.10.21 1.0
specification of IPEIS

U 24, 1P7|8 HASSTA AILHSY
MeH

[D5] | IPEIS_D00S Amnex  2-5. Communication  test | 2018.05.29 1.0
specification for IPEIS

HH 2.5, IP7|E XA S EA| A A S

25T
AMEM

[pe] | IPEIS_D005 Annex 3. Safety Design Specification of | 2018.05.29 1.0
IPEIS
ELs 3. P78t EXASEK

AHE DA ML

[D7] | IPEIS_D007 Annex 5-1. Specification for the | - 1.0
Maintenance Console of IPEIS

HE 51, IP7|EF HAASTA RRETFE

A

[Dg] |IPEIS_D008 | Annex 5-2.  Communication  protocol | - 1.0
TUV SUD Korea Co., Ltd. 74957581 Report DAEATI_IPEIS v1.0
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specification of IPEIS
H4H 520 IP7|E AXEASTA sS4
T2EZ AMEA

[D9] | IPEIS_Doot Annex 2-1. Specification of IPEIS 2018.05.02 1.0
EHE 2-1. IP7|E TRAS TR ArEM

—0O o

[D10] |- Annex 6-1. Inspection & Test Checklist - -
Test Station

HE e-1. AlEY_ITC
D11] |- Annex 6-2. TS02 station ITP 20181130 | 2018.11.30 | .
g 6-2.
TS029 _AlFHAAAE M _20181130

D12] |- Annex 6-2. TS03 station ITP 20181130 | 2018.11.30 | .

HH 6-2. TS03gY
AgHAAZ M 20181130

[D13] |- Annex 2-6. IPEIS System communication | 2018.11.09 -
SW test report

EH 2-6. IP7|E HAASHA AAHSH
SWAIEEHEM

[D14] |- Annex 2-7. Switchover test report for | 2018.10.25 R
IPEIS — Redundancy Communication

HE 2.7. IP7|H HXIASEA 254 SN
EHAAEEEAM

4.2 Documents of inspection body ZAI7| &0 2ME

Ref. Title ) Rev. No
Date
[D15] List of open points — DAEATI IPEIS 2020.07.27 | 1.0
4.3 Further referenced documents =7} 1 X2
The following documents were handed over by DAEATI for reference.
otz A0/ CHOtE|otolof| ols BT822 MIEE(RICH
. Revision
Ref Document ID | Title Rev. No
Date
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. Revision
Ref Document ID | Title Date Rev. No

[D16] |- AB2oM FH 2F HE HDM -| 2018.11.30 -
HEHEV|ZE
[D17] |- MNB29dM 3E 2E HE EDAM -| 2018.11.30 -
HBIEE
- nnex 1. Interface standard specification
[D18] A Interf dard specification | 20181130 | 1.0
of IPEIS

HE 1. Ip7|gh EHE:  FXAESEK
CIE{H O] & EFE MM
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5 Objective / Scope S5/ ¢

The following topics were investigated within the Hazard and Risk analysis activities:

« Definition of system functions, boundaries and assessment scope
e Used risk assessment techniques

e Scope of risk assessment

« Suitability safety function with mitigation measures

The investigation and reviews were focused on the documentation provided for the assessment
of the IPEIS. Safety Inspection based on complete functional safety standards are not applied
for this project.

The inspection has been done for 14 documents delivered by DAEATI, and non-conformance
and insufficient items derived during inspection was documented and managed using LOP.

of2f F=HS0| PIEd X AT E 2 SFOM ZAEACE

. ARE IS, 9o 2 BT IO Che Ho
. SlEH N0l ABE Y

. SlEE e

. WIS A Y HBY

re r

ZAtet AEE IPEISTIIE 9ish HBE 2A0| 3H2 ToICH 23 7 5oHAHo| 0
24 WIHE o TRHEC MK o

BrhmaAs cfotoletolold HMBE 147el Aol chstel Bt
MESIILL £ 58 HOE SHE A ES LOPE A4 E|n Balzct,

-III r
i
pal

OF
_q_|.
]
|0
=
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6 Organisation =%

6.1

TOV SUD Personal TOV SUD @13 314

The assessment was done with the following person:

- Seung-Tae Ha:

= F7t= ofel 2o ofsh e .

- OFSE:

Expert Functional Safety of Control systems

Mol Al2g 7| sehd HEt

6.2 DAEATI Personal Ll O}E|OfO] Q1 t/d

For the hazard analysis and risk assessment, following DAEATI engineers are involved:

Y 24 8 P L H7HE 2sH CHOtE[oolof M ChZof 20| Hojst AL}

=0k

Responsibility

I=E=o0y

Person

/44
Career & Qualification

S H HH

HE2HTAE ZEA
Chief researcher /
Tae-Kown Kim

ECHSAAR 29, 3, 12203014 29
More than 20 years’ work experience for Railway signalling
system - operation, design, development

Design and = =
=} 2 LAy | MBI A =1 L O] AF Hed
manufacture HEf1E 558 [ EDdsAAE &3, e 208014 3=
Chief researcher /| More than 20 years’ work experience for Railway signalling
Seung-Jung Song system - design, development
HYHAE A2E | ZESASAAE RAMS 22 =104 Ol 25
RAMS 22| Senior researcher / | More than 10 years’ work experience for Railway signalling
= Woo-Jung Kim system - RAMS
RAMS _ N _ —
9| oI5 15 A AEl O Al gl QAN
Management graess BAS AR RAMS 2 =333 014 35
Reacher /| More than 3 years' work experience for Railway signalling
Myung-Ho Lim system - RAMS
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&

7 Identification of the Intended System CH &t A| AR Al

The intended system to assess is an IP based Electronic Interlocking System.
IPEIS operates through interfaces with the external systems as following trackside signaling
equipment:
- Point Machine;
- Signal;
- Level Crossing;
- Block Section equipment;
- ATS
- OPC and Power supplies.
Following Figure 1 shows the IPEIS with external interfaces.

HIL & A|A-E P 7|dt ®ALAZE K] (IPEIS)O|LCE,

IPEIS & H2id Z2 28 Al2Hae] 2HHoAE o 20 od
M MHH|(MzFEety], M 7|, AU 7] H M A A| A ) ATS, OPC U FAZEE
Of2f Figure 1 2 IPEIS &A|9] 2| & 2IE|H 0]~ LIEFHT}
T.raclf External ATS
Circuit \ Monitoring /
signal N "F—Ol IF 11 IF_10
Interlocking System
IF_02
RC
Point ‘
IF_03 IF_09
‘ Electronic Interlacking
Levgl — System (E15) IF 08—— MTC
Crossing *‘
IF_05 IF_07
Block Signal /‘7 T orc
System
¥ IF 06
Power /
Equip ments b System Development Scope
Figure 1 System scope with Interface Diagram; A28 H2| Ol QI H0|A LET
TOV SUD Kerea Co., Lid. 74957581 _Reporl_DAEATI_IPEIS_v1.0
29F, Two IFG, 10 Gukjegeumyung-ro, Revii.0
Yeongdeungpo-gu, Seoul, 07328 - Korea Report-No. KR20015T
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741 Functional definition

System function related with operation of IPEIS is as following:
20 HE 1P 7| HAAST YKL F2 7|52 otZfet 2L}

=00 o

Table 1 System Function; A|2H 7| &

Function ID | Description
IPEIS_FO1 | Route setting; D24 H
Route setting is a function that indicate/lock the signal and switch/lock the
point machine in case of the route setting function condition after IPEIS
receives a route setting command from ATS/OPC/RC and whether it is a
route setting.
NEH™EE IPEIS 7I ATS/OPC/RC ERH FEHE HHEEF Hstn
H2dd offE HHelo Tz 8473 7|5 0| N=7| 5 dA/EstD
HEHMSZ|E M st= 7|50l
IPEIS_F02 | Route release; 2 25}
Route release is a function for stop signal if IPEIS receives a status of
track from the track circuit, decides its status and it is a route release
function condition when IPEIS receives the route setting command from
ATS/OPC/RC.
EHESHEE IPEIS 7t ATS/OPC/RC E8H ZE24HdE YHES M E2
- E Azzz2REH #4 &0 O dHE THS0 U= F 7Is
ZU0|H MZI|E FR HAStE 7| S0ICL
IPEIS_FO3 | Route supervision; K 2ZHA|
It is a function that performs control processing such as stop signal, route
release, and route setting according to the status such as track
occupation, point machine mismatch, train movement, continuous route,
etc.
T2ol 47 HEfoiM H= THE, MRS 29X, Aol o/F, 95T
S0 HEfo] met M=o A, TRel sy, T2 ¥ €2 HoMEE
FWl5HE 7| 50|t
IPEIS_FO4 | Train tracking; @AHEX O 2 QI3 XHZ By
Train tracking tracks the status of the train’s sequential track occupied by
the input of the status of track occupied/free and performs the movement
of train number enrolled on the track. It also carries out renewal
processing of train number registration and deletion from ATS/OPC/RC.
X FHE2 HEIze HRHER HH2 Yoz Xl =X HF
HEIE FHotn HEof SFEH FAHzOl olgg L ED
ATS/OPC/RC 25 Ho| XD S5, AR o BiKXeE saTtD)
IPEIS_FO5 | Route reverse direction cancel/control; Tl & 8t % 4/ of
TUV SUD Korea Co., Ltd. 74957581 Report DAEATI_IPEIS v1.0
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Function ID

Description

This function consists of the four Sub-function as following.

0| 7|52 CtS 1t 22 474 2| Sub-function@ 2 T4 =l C},

(1) Route reverse direction cancel/control function description

(1) 22 Ags H2a/Fo 7|5 4

This function is used to avoid a train collision between block sections in
single-track operation and both side direction operation section.

This function is processed by dividing a processing type into Auto Block
Section and Interlock Block Section depending on section characteristics.

In the Auto Block Section, when setting the starting route, the Exit Route
Direction can be set together in the train direction.

In the Interlock Block Section, only one train can be operated, and normal
signal handling is possible in case the train do not exist in the block
section.

In the Interlock Block Section, Route Direction can be set through the
confirmation process between station and station depending on each
situation such as request, approval, and confirmation from before
departure to train arrival of the train.

Regarding the route direction cancel/control, Auto Block Section and
Interlock Block Section can be classified depending on the presence or
absence of operator intervention, and it is the same for the function
purpose and the fulfilment principle.

Therefore, it is not classified as a separate function according to the
section in this document.

Jls2 Fuel 4o meEt M2l fES ANSHA P2 (Auto Block
Section)ﬂf HAEH M T7H(Interlock Block Section)2 2 T&£35t0 2| ElCt,
AEHA A7He FY M= M A, Exit Route Direction & A Tid
Wetoz H¥E = Qo
AEHA F7t2 stLtel Ex Rto] 2d & = ASmM, IEIh Block
Section Ol EXSHA| &2 2202 T4 M= FHF0| 7Hs3Het
AEHAM L7H2 E4 MEE GAT HS (A 28, 52, =elat 242
Zt2to| Mol e Hut o 4= 7+o| 2ol ¥ 2 MA Route Direction 2
HYE =+ Uk
XFEHil’“i ?7*3'4 S Ay

2of met T2 F UL
kA 2 2AM0M= F2tof

2 ek 47 A Fao oM 2ERL WY
%

N U s¥ae s 2Lt

—E_U

s
et 8o 7| 522 = /5HA BECh

(2) Route reverse direction request
(2) T2 A @H
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Function ID

Description

Prior to setting the route, the Interlocking system of the station that
preferentially handles the route requests a route direction approval to the
device of the adjacent interlocking system.

L2E 4E37 oo f4FH2=z TRE FF5e= F2 Interlocking

system 2 Q7 Interlocking system 2| HX|2 &g 508 @FtCt

(3) Route reverse direction cancel
(3) T2 gz Fa

Route reverse direction cancel function requires a request for direction
cancel to the adjacent interlocking system because the station that
handles the route release is not automatically handling the direction
cancel function at the same time as the route cancel when cancelling a
route.

Route reverse direction cancel 7|2 T2 31 Al FEHEE FSot=
Aol T2 FHAL SA0 HE FHa 7|52 AS2E FHIoHA F7] o

217 Interlocking system O 220l ChTH 4 20| BTt

(4) Route reverse direction control
(4) D2 QY H of

Route reverse direction control function can cancel the route direction
through the interface between the station and the adjacent interlocking
system depending on the train movement.

H

Route reverse direction control 7|52 @X} O[S0 et siet ot
(o]

&2 2
Interlocking system 1t2| QIEHO|AS S8 Tzl HaFs F4g 5+ UCH

IPEIS_FO06 | signaling state process; 4 EfE & =4 U AEf M&
State management for signaling equipment is a function that collects real-
time change status of the principal signaling equipment such as signal,
track circuit, and point machine, records it to the interlock data area, and
transmits it to OPC, MTC, ATS, and RC.
Hz gy B 2Els Fo otz dH[Q M|, Hzsz, dz2HEre
oAl ZH H"ﬁf HEfE +=HStH HSF Data Fo| 7|F & OPC, MTC, ATS,
RC = d&3%t= 7|&0ICt
IPEIS_FO7 | system management; A| A& 22|
System management performs function of Control Mode Management that
controls the local, ATS, RC authority and function of System Operation
Mode Management that manages the system operations status.
Al&" 2t2|= Local, ATS, RC o HOo{dstE 2|3t Control Mode
Management 2t AlAE 2] & MEfE 2t2[5t= System Operation Mode
Management 2| 7| & S+ THCt
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7.1.1 IPEIS sub-function
IPEIS| F 7|5 =2 I3 &9 7|52 ChEat 20| Eol=Ct.

Sub-functions to perform the main function of IPEIS are defined as following:
(1) ATS/OPC/RC command reception and decision function

ATS/OPC/RC @8 4l &l #T 7|5

(2) Track circuit information reception and processing function
Arczz EH S HE 75

(3) Interlocking logic conditions decision and route setting function
de=gl=d BH A MzdH 7|s

(4) Signal indication control function
HZI| AN HA 7|5

(5) Point machine switch control function
HEHEI| F=HO 7|5

(6) Signal status detection function
HUzI| B HX 75

(7) Point machine status detection function
H2HEET| S EX| 7|5

(8) Train tracking and train number management function
QX ol GRS B2 7|5

(9) Direction setting request function to the adjacent interlocking system
Q17 Interlocking system2 22| 8zt M 9 F 7|5

(10) Approval reception function from the adjacent interlocking system
217 Interlocking system2 2 E E2| §¢l =4 7|5

(11)  Control authority change function
Hojdzst Y 7|5

(12) Direction cancel request function to the adjacent interlocking system
Q1% Interlocking system2 22| Hfef F A QH 7|5

(13) Approval confirmation reception function from the adjacent interlocking system

217 Interlocking system2 2R E{ 9| £2l& 0l £=4 7|5

Top function and its sub-function of IPEIS are as the table below.
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2

IPEISO| X[ 49| 7|51t 0] HE 59| 7|52 o2l Eef ZL.

Function

IPEIS main
function

Sub function

Sub function

IPEIS_Fo1

Route setting;
azdd

IPEIS_F01_01

ATS/OPC/RC command reception and decision
function

ATS/OPC/RC 8 =4l 8 BHE J|S

IPEIS_F01_02

Track circuit information reception and processing
function

AZZZ 32242 Heldls

IPEIS_F01_03

Interlocking logic conditions decision and route
setting function

A= X Bt AZEF IS

IPEIS_FO1 04

Signal indication control function
ASI| A XA IS

IPEIS _FO1 05

Point machine control function
HS2HED| AN IS

IPEIS_FO01_06

Signal status detection function
ASI| o H EX IS

IPEIS_F01_07

Point machine status detection function
SAZEED| A A IS

IPEIS _Fo1 08

Continuous route setting condition decision and logic
handling function

HAEZZ dFTAH Te 8 =2 H2lJIs

IPEIS_Fo2

Route rel ;

IPEIS_F02 01

ATS/OPC/RC command reception and decision
function

ATS/OPC/RC & =4l 2 BHEH J| 5

IPEIS_F02 02

Track circuit information reception and processing
function

AEFZ FE+H B HEIs

IPEIS_F02 03

Interlocking logic conditions decision and route
setting function
gz=olzd e 2 dIEEFH IS

AS= e =

IPEIS_F02_04

Stop signal control function
ASI| XA MO s

Pt B

IPEIS_F02 05

Point machine control function (it is a logical release
without physical control)

A2 HEI| MO JIs(=clZel fdolH Sel=el
Hol= 38

IPEIS_F02 06

Signal status detection function
ASI| SE EX JIs

IPEIS_F02_07

Point machine status detection function
SAZEED| A A IS

IPEIS_Fo02 08

Continuous route setting condition decision and logic
handling function

HAEZZ dFTAH Te 8 =2 H2lJIs

IPEIS_Fo3

Route supervision;
EIZ2TA|

IPEIS_F03 01

Track circuit information reception and processing
function

AZZZ 324 2 Heldls
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D

Function
ID

IPEIS main
function

Sub function
1D

Sub function

IPEIS_F03 02

Interlocking logic conditions decision and route
setting function
Co=olXd Bt IZ2HE IS

= =

IPEIS _Fo03 03

Stop signal control function
ASI| HAUEA HA IS

IPEIS_F03_04

Point machine control function (it is a logical release
without physical control)

A2 HEI| MO JIs(=clZel afldlolH Sel=el

FOlE #12)

IPEIS_F03 05

Signal status detection function
ASI| & E HX IS

IPEIS_F03_06

Point machine status detection function
HA2HED| 4 EX IS

IPEIS_F04

Train tracking;
grFEHCE olet
SXHE 2el

IPEIS_F04_01

ATS/OPC/RC command reception and decision
function

ATS/OPC/RC & =41 2 et J| =

IPEIS_F04_02

Track circuit information reception and processing
function

Acslz 324 & HeJls

IPEIS_F04 03

Train number management

2rps 2el

IPEIS_F05

Route reverse
direction

cancel/control;
EIZYE F A

IPEIS_F05 01

ATS/OPC/RC command reception and decision
function

ATS/OPC/RC 3 41 2 HE IS

IPEIS_F05_02

Track circuit information reception and processing
function

AEFZ FE=H H He2Ds

IPEIS_F05_03

Direction setting request function to the adjacent
station

QE Yoz U EF 23 Js

IPEIS_F05_04

Approval reception function from the adjacent station

oI Je2RES Sel #4845

IPEIS_F05 05

Direction cancel request function to the adjacent
station

A Aoz U Ha v Js

IPEIS_F05 06

Approval confirmation reception function from the
adjacent interlocking system

I8 HOZRES SIS £4 |5

=2

IPEIS_F06

Signaling state
process; &EfEE
ol HHE HE

IPEIS_F06 01

Track circuit information reception and processing
function

Az 384 & HeJls

IPEIS_F06 02

Signal status detection function
ASI| B BX IS

IPEIS_FO06 03

Point machine status detection function
SAZEEI HEHAEX IS

IPEIS_F07

System
management;

IPEIS_F07 01

ATS/OPC/RC command reception and decision
function
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Function IPEIS main Sub function .
ID function ID Sub function
A28 el ATS/OPC/RC 3™ 241 2 BHEt 3|5
Control authority change function
IPEIS_F07_01 Holst E =
7.2 Interface description

7.2.1 IPEIS-Track Circuit (IF_01)

IPEIS monitors the track circuit shut information that occurs when the train occupies the track
circuit and recovery information when the train free the track circuit. For train tracking, it also
interfaces with signal equipment relay.

PEISE HE2|20l ¥RV RSOl wYEE WSTIR D Eot YAt YEIRE
SOILOl (2 27 HEE LASHD YAte] $XS 95} ABAEH|G AT |9t SIEH 0|~ Bk,
7.2.2 IPEIS-Signal (IF_02)

IPEIS interfaces with signal equipment relay in order to monitor the status of the main signal
and Shunting Signal and control its indication. Each signal's interface contains Calling-on
Sighal depending on the characteristics, including failure information.

IPEISE FAZ7|, Yz 7|9] Hef ZAl H HA HOE 28 L=Hu[E ATt
QIEH o[ BHCh ZF M= 7|59 AL o|As S0 M2t REMZY|E ZEstH, 1% HEE
CETE ZBTICE

7.2.3 IPEIS-Point (IF_03)

IPEIS interfaces with signal equipment relay for monitoring the switchover status and failure
status, and switchover control of the point machine. Through the interfacing with the point
machine, normal and reverse position are determined, and failures are detected when the
discordance between control output and status information occurs and when the status of
switchover lasts for a pre-defined time.

IPEISE MZHE7(o| MEHE], DFLE ZA & g HOES fl3f L=LHE ATt
IEHO| otct MEZHET(9} AHEHO|AE Sof He, dhel & ,

HEfEREI AXSHR| G2 Eet T F JENE AME FHelE A2t S X&E 4R 12z
TS

7.2.4 IPEIS-Level Crossing (IF_04)

IPEIS interfaces with signal equipment relay for monitoring the normal and failure status of the
level crossing. As the interface between IPEIS and level crossing do not lead to hazardous
situations directly, IPEIS functions related to the interface are excluded from the hazard
analysis.

IPEISE Level Crossing®| g¢, 18 HEj ZAIE I8 M= 2|8 AT 7|t 2AEEHO0|A siCt
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IPEIS-Level Crossing?t 2WE{I0[A= ZEFZHEQ g 2 YUK %7 2o iy
SIEm o[ A2t A E IPEIS 7|52 2| 240|M H 2 =0
7.2.5 IPEIS-Block Signal System (IF_05)

IPEIS interfaces with the block signal system through the route direction relay in order to
determine the direction of train operation between stations available for single-track or double
track driving in both side direction.

L

IPEISE T &= S Ay 2T0| 7hsT I 7to] TA 2% W2E ZE5H| I3 Route
Direction RelayE &3liBlock Signal Systemz} 2/ E{ T
7.2.6 IPEIS-Power Equipment (IF_06)

For monitoring the power supply status, rectifier, UPS, storage battery status, IPEIS interfaces
with each equipment and transmits the failure status to ATS, OPC, MTC, RC, and External
monitoring system.

As the interface between IPEIS and power equipment do not lead to hazardous situations
directly, IPEIS functions related to the interface are excluded from the hazard analysis.

IPEISE TIZZHE, BF7|, UPS, =TXQ HEE ZASH| <& 2t duEnt
IE{Ho|ASI HA, 1F MEfE ATS U OPC, MTC, RC 2|1 External Monitoring
AA”o 2 HETSICE

IPEIS-Power EquipmentZt 2IE{HO|AE= EEEC 2y 4&E LUsHA @7 f2o iy
QIE|H oAt BHAE IPEIS 7|52 RIER 240 M H 2 =Ct.
7.2.7 IPEIS-OPC (IF_07)

IPEIS provides Signaling equipment status and control status to OPC (OLE for Process Control)
and interfaces with OPC in order to make OPC to handles the control command of trackside
Signaling equipment in case of local mode.

IPEISE OPC(EA|M|of E2&)0| M= dH| #Ef % Hof HEfE HIStL LOCALEED HF
OPCERE HE = Mdd| Mo BHE H2[stE QET 0| oot
7.2.8 IPEIS-MTC (IF_08)

IPEIS interfaces with MTC in order to send trackside Signaling equipment status, train number
information, and system status to the MTC.

As the interface between IPEIS and MTC do not lead to hazardous situations directly, IPEIS
functions related to the interface are excluded from the hazard analysis.

IPEIS-MTCZ! SIEH0|AE HEEC Y %S WMSHK] ¢i7| 20 siy 2l nfo|Agt
HHEIPEIS 7|52 fIgd 240 XL =Ct
7.29 IPEIS-RC (IF-09)

IPEIS provides Signaling equipment status and control status to RC (Remote Control) and
interfaces with RC in order to make RC handles the control command of trackside Signaling
equipment.
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IPEISE RC(EHAMO 2&)0 H=dH e} 3 Hof 4EE HSst1 RCZEC %
RCERE oF Ho 4| X o BYS M|tz S 2AE D02 o,

7.2.10 IPEIS-ATS (IF_10)

For the centralized traffic monitoring of the ATC system, which is a central control facility, IPEIS
interfaces with ATS in order to send the trackside Signaling equipment status and control status
to the ATS system. Also, in case of ATS mode, IPEIS interfaces with the ATS system in order to
make ATS system handle the control command of trackside Signaling equipment and receive
the train number information.

IPEISE S ZHHLH|2 ATS A2E2l 4 HF HAIE Rdh, ATS A|~F oz JH Lz dH|
HE 2 O HENE WSSHES QIEE 0| Bt ETH ATSEES 2 ATS AlLHORRH
HE Mo dH Hol FEE Mo, BAME JEE S EE 2IEE 0]~ STt

7.2.11 IPEIS-External monitoring (IF_11)

IPEIS interfaces with the external monitoring system in order to send trackside Signaling
equipment status to the external monitoring system.

As the interface between IPEIS and external monitoring system do not lead to hazardous
situations directly, IPEIS functions related to the interface are excluded from the hazard
analysis.

IPEISE External Monitoring Al 2 E{0f| M= HH| AEjE S4I5H7] I8 21 EfH o] Thot,
IPEIS-External monitoringZt IE{H 0| A& ZEHO Y &2 YHSIX &7 W2 s
QIE{H O] Aot HHE IPEIS 7|62 IEHE 240 M H 2 ElCt.
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8 Safety Analysis Report; 2t 24 &F B

8.1 Requirements A

A complete and proper documentation of safety analysis result is a mandatory. The safety
analysis report shall include a hazard, cause, effect, risk evaluation and mitigation measures to
operate the system with safe.

This this project, assessment on hazard & risk analysis shall be limited to system level.

o 24 2o ofeh st HEsh 2Muts EH0| Y 24 EOME FlEE
BSO B It U AILHS TS 2FY £ YL ote MY (HSS
ofof g,

Ol ZZHENM Y A RYE 24 Zntof| ottt Yrt= Al +FES = FEHetc)

8.2 Execution /results of the inspection =AM &1 2l/Z 1}
The following steps were applied to DAEATI's risk analysis process:

— ldentifies the pre-defined main functions of IPEIS, and analyses the risk factors when
the functions fail via Brain Storming, and assume it as Top Hazard of system.

— Evaluate the cause and effect of the risk factor for each hazardous item and allocate
SIL with evaluated risk.

Condition;

The system functions and interface functions related with following equipment were excluded
from the risk analysis by the customer.

— Level crossing
— Power Supply
- MTC

- External
In case IPEIS interface with intended system then its related risk should be evaluated.

There are no separate management safety plan for the risk analysis of IPEIS. The Hazard and
Risk analysis results of IPEIS was documented as a IPEIS hazard & risk analysis report [D1].
After the hazard and risk analysis of IPEIS, total 4 (four) safety functions with safe state are
defined.

Table 2 Hazards, Safety function and SIL

ID Safety function THR/h SIL
Ensure correct route set o
IPEIS_SFo01 3x 10~ 4
- 2uE RENE Y
IPEIS_SF02 | Ensure correct route release 3x107° 4
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ID Safety function

ZHEZIZSF &Y

Ensure correct route supervision

-9
IPEIS_SF03 SUIE RIS A BE 7x10 4

Ensure safe decision of direction control .
PEIS_SFO | warmiofo oyt otziet argrws 2x10 4

Among the hazard of domestic railway facility standard, hazard analysis scope of IPEIS is
limited to the top hazards that can lead an accident of rail system caused by wrong operation of
IPEIS. Top hazards are derived based on system function and its interface. Some hazards
which is not related with safety of system but cause the delayed operation of railway system are
also analysed. Recommendations which is out of assessment scope are noted in LOP to
improve the safety of system.

Detailed assessment result of IPEIS hazard & risk analysis report refer LOP [D15].

CHotE|otolof fIEE 24 HAt= Chadt Z2 BHA7H "B UCH
A0l Eol=lol U= IPEISe| FRY|s2 AMEstA 1 7|50 A4S mjel
?/H 225 Brain storming 2 83l £ 49| HazardE 7t 2|HQAE 24,
- fi¥aaof o 2o 2ot oY fIEEE /et HotE AgEE VdeR
SILEE.

Mok
ofzfol du|ot BHE AlAH S dEF Al2BDte| QAHmO|A 7|52 LMo QBHM Risk
Analysis CH& 0| M X 2| =| 2ACt.

- HEF ALY

A

—

xHk

o

e

- fXEs2E

- QIFEA|AFEIO| QIHEO[A
2 |p7|g HRIASHA 7L 2o AlLHEEN QHEO0|AE st R0 AEE A7 M
=#E ojoF & Zo|Ch
Fg e AgM e EEE EMSHE o /UX| R IPEISS| 2@ #
OtH M EY 2E BEIAMDIE EM [ QUCE IPEIS AlA"EQ| 2t

IH O i T 24 Zoto| 12t The following steps were applied to DAEATI's risk
analysis process:
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— ldentifies the pre-defined main functions of IPEIS, and analyses the risk factors when
the functions fail via Brain Storming, and assume it as Top Hazard of system.

— Evaluate the cause and effect of the risk factor for each hazardous item and allocate
SIL with evaluated risk.

Condition;

The system functions and interface functions related with following equipment were excluded
from the risk analysis by the customer.

— Level crossing
—~  Power Supply
- MTC

- External

In case IPEIS interface with intended system then its related risk should be evaluated.

There are no separate management safety plan for the risk analysis of IPEIS. The Hazard and
Risk analysis results of IPEIS was documented as a IPEIS hazard & risk analysis report [D1].
After the hazard and risk analysis of IPEIS, total 4 (four) safety functions with safe state are
defined.

Table 21t 20| 47{2| 2HH 7|5 B ZtZto| QHH HEN 7t F ol Bl ALt
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8.2.1 Risk assessment method

Among the various risk analysis techniques, the Risk Graph technique was applied with the
following criteria during risk evaluation and SIL allocation of IPEIS.

oz Y= 24 7| = Risk graph 70| IPEISS| /EE W7t 9 siL HEE &) Ct2ot
27 |=c2 HEEYCt
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Cy

W3 W2 W1

. Starfing point forrisk reduction estimation

N

- > o
iV Damard rate assuming ac pratzct on
Figure 2 Risk Graph; /€& 2=
Table 3 Risk graph S parameter; $I® =12 = 2| s QIX}
Ccgt Severity of result; 2 99| &l 2t5
C1 Minor injury
c2 One or several serious irreversible injuries, or one fatality
Cc3 Several fatalities
C4 Very many fatalities
Table 4 Risk graph A parameter; S &2 =2| A QIX}
F &t Exposure of danger; /&0l Cist .. =
F1 Rare of infrequent exposure to danger
F2 Frequent or constant exposure to danger
Table 5 Risk graph G parameter; /& =12 =2| g ¢Ix}
Gzt Barrier for danger/results | &/2 00l CHEE 2HO]
P1 Possible
P2 Hardly possible

Table 6 Risk graph W parameter; ${& 12| =2| w 2I&}

o

o

W 2k Probability of danger; 9| & 24

'8
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W gt Probability of danger; 7| & 242 ==
Wi 0 Y= (two barriers)

w2 = Z(one barriers)

w3 &= 22 =S (no additional barriers)

8.2.2 Hazard Identification; {|& & 4|'H

Through the brain-storming analysis, the following hazards that seriously affect the safety due to
the incorrect operation of the system were identified.

Brain-storming &2 S AlAEe| HREl SE0| T2k e HZet FEE 04

22 siEHol HEE Y

rir

=

Table 7 Hazard Identification; I & & A

Interlocking system Level Sub-system Level
Halzslrd Hazard Cause Event ID Hazardous Operation
Train collision and derailment by the
erroneous route setting from the failure of
ATS/OPC/RC ATS/OPC/RC control
srroneous AOHT | arsiopciRc Aol nmo= plE 2Ra
operaten HesE) T 0E B 2R
i Erroneous route setting
XF%EJ E\ E P |
= == Train collision and derailment by the
IPEIS erroneous route setting from the failure of
erroneous IPEIS-H1 Interlocking system
operation Interlocking system D&EO=Z QIft EHZRE
AT f4EN Oz e SN SS/E
Train collision and derailment by the
ATS/OPC/RC erroneous route release from the failure of
erroneous AO-H2 ATS/OPC/RC control
. . operation ATS/OPC/RC A0l nEe=z els ZxE
rroneous route e = oI5t T == /e
Ho release IESEN Q2 st S EE/EH
= Train collision and derailment by the
P g X =
gREAZ IPEIS erroneous route release from the failure of
erroneous IPEIS -H2 Interlocking system Interlocking system
operation IFOZ et X AT olED O st
2 S=/EA
Train collision and derailment by control
failure from the failure of Interlocking system
IPEIS -H3 . =
Interlocking system LJ1&ESZ 218 HOH
Failure of route IPEIS AR J=Z elst Xt S=/EA
H3 supervision erroneous Train collision and derailment by the failure
TIZZA AT operation of information reception from the failure of
IPEIS -H4 Interlocking system
Interlocking system W &S = 0I5t HE =4I
AIiet OZ elst Sx S&/Ed
. . . ATS/OPC/RC Train collision and derailment by the control
g | Failureoftraintracking | °0 = =" = AG.H3 | failure of ATS/OPC/RC failure
T == = Al - -
EXFRIIS AW | operation ATSIOPG/RC DFO=Z oIt ol &me
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Train collision and derailment by the failure

IPEIS of track information reception from the
erroneous IPEIS -H5 | failure of Interlocking system
operation Interlocking system DEH 2= eIt A=
=4 AR OZ eI8 EX S22
Train collision and derailment by the control
ATS/IOPC/RC AOH failure of ATS/OPG/RC failure
_ Sroneous 4| ATsiOPCRC DESE aw Ol ame
Failure of route operation Oz st =3 ==/
H5 direction seﬂing =2 =
st IPEIS ’EE B Mo 4t Oz 2l
erroneous IPEIS -H6 .
operation Train collision and derailment by the control
failure caused by IPEIS failure
Train collision and derailment by the failure
of Signaling equipment information
E_rror o.i slalus_ of IPEIS reception from the failure of Interlocking
He Signaling equipment erroneous IPEIS -H7 | gystem
A Al i
HEd ¥ g 27 | operation Interlocking system D& S F eIt AlgaH|
FE A HIR O clst X S/
Train collision and derailment by the control
ATS/OPC/RC Ao failure of ATS/OPC/RC failure
Eg:r"a‘?g‘f 5 | atsiopcre 1EoE e HMol ame
H7 Failure of control O et gx ==/24
authority control Train collision and derailment by the control
HOHAEE MO AT IPEIS failure of Interlocking system failure
erroneous IPEIS -H8 | locki axoz o MO
operation nterlocking system 11 e
Al = st 23t E=5/24
8.2.3 THR and SIL allocation; THR % SIL &%

The THR allocation according to the risk analysis results was determined as follows for the
functions of the system and subsystems.

Risk analysis ZIf0f (& THR E2 A" 5 MEAXHC 7|50 Chsf Ch=at 20|
2= AL

SiCH

Table 8 THR Apportionment; THR €%

Hazard | Hazard of Signaling
D system level THR IPEIS(THR) Sub-system (THR)
Erronecus
calculation  and
Erroneous route contral error 1x107™°
setting by IPEIS ERE HM 2R
Erroneous route setting control failure L HAHRE
H1 3x107° 3x107° _ _
R Az L IPEIS M 01 &TH =2 Point  Machine
elst ZR= &z Failure 1x10°°
=3 HEHEI| DF
Track Circuit 1% 10-°
Failure
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o,

N ™" | THR | IPEIS(THR) Sub-system (THR)
H=s= 0F
Erronecus route
setting by ATS
control failure
ATS HIO &= ) ) )
oIt ZXE &ZE
a3
Erronecus
calculation  and
control error 1% 10~
Erroneocus route
release by IPEIS ZxE A em
control failure 2L HAHRE
3x107° . .
IPEIS Al & 1|2 Signal Failure %10
olst ZxE &= slsd O
Ha Erroneous route release 3% 10-7 & Track Circuit
ZxReE IZ o= Failure 1%10-°
=32 DF
Erronecus route
setting by ATS
control failure
ATS M A= ) ) )
olst #RE HZ
2F
Erronecus
calculation  and
control error 1% 10-°
ZRE dat 2=
Erronecus  route L HH2E
release by IPEIS Point Machine
control failure 4 1o | Failure 1 %10~
IPEIS M &I 2 dA=#z o
olst BRE IZ
1 Signal Failure
o= a 1x10°°
AEI DF
Failure of route l;aili}:e Gircuit %10
L % 10-"
H3 supervision 7 % 10-° B
TZ Al ATH A==z 0F
TZ 2N &
Erronecus
calculation  and
Erroneous route control error 1x10-°
supervision by the HZR2E HM 2
failure of IPEIS 2 HHeE
information - -
reception 3% 107 Po_lnt Machine
IPEIS o &2 4l Failure 1x 107
AT olat HEHED] DE
ZRE EF 2HA| Track Circuit
Failure 1% 10~
HEslE 0F
H Failure of train tracking
Y = m E=ois ay "~ - - )
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o,

Hazard | Hazard of Signaling | yp | |pEIg(THR) Sub-system (THR)
1D system level
Reception and
process function
of erroneocus input
information from
Erroneous Track Circuit 1x1077
direction control TR olEEg
by the failure of ASsz= mE
interface between A*i_o*_
IPEIS and =4 2 HED|S
neighbour station 2x10- | Poor interface
olF o with neighbour
Failure of route IPEIS 2+ station by the
H5 direction setting 2x10~° | olgH|p|A failure of Block
= = _ relevant
TZEs 4F ATy :EI»HHE\ :TE equipment 1%10°
ZR= 8E Ao &2 =R
nEeZ olst
2lE o
2IEHOIA =2
Direction control
by the failure of
ATS control R R R
ATS M0l 201 =2
oI5t gfet Tl ol
Error of status of
He Signaling equipment - - - - R
LSdH MH B 2F
Failure of control
H7 authority control - - - - R

HofAE [ AT

stCh

Table 9 SIL Allocation; SIL 25

Hazard Hazard of Risk assessment
D Signaling Accident Parameter description ‘ | ‘ ‘
system level c F P w | siL
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D

Hazard Hazard of Risk assessment
D Signaling Accident Parameter description
system level c F P w sk

C:

- Train collision caused by the
possibility of over-lab setting of
two different routes

MZE LCHE T EZ2 over-lab
EF0 e =42z st
2o EE 7L

- Train collision caused by the
mismatching of the direction of
Point Machine and set route
HEE TZt A2 EHED| 9

IS EUR2 et LAt E2

40 0
1 0ok

- Train collision caused by
unintended proceed indication
of Signal

ootk 2 As09 =
SHAIZ clat 21 EE 7
Train - Train derailment caused by
Erroneous route Collision/Der | the possibility of Peint Machine
H1 sefting ailment switch order output in the state
==/ of train occupation

S ESF UM
HZHEEI| o HEdY =4
JlsdS=z olst gxte g

F:

Route setting function occurs
the most frequently while
operating EIS.

IE EFH2 dSEX
JHE BIEE 2o Y
P:

Detection of route setting is not
possible or interface error.

HZ £F 2 E= 45
SIHEOIA S22 24X

W:

Comparably high frequency by
frequent control order output
X2 HHEY =52=% 2lst
SUHECE =2 daol digs

C4 F2 P1 W3 4

x ne

C:

- Collision with proceeding train
caused by the failure of route
release order

Erroneous route Train UZ s B3 =012 2

H2 release Collision dEHxIee EE Jts40l C4 |F2 |P1 | W3 | 4
EXE HZ HE giE=s AS

F:

Route release function occurs
the most frequently while
operating EIS
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o,

Hazard
1D

Hazard of
Signaling
system level

Accident

Risk assessment

Parameter description
(o] F P W | SIL

é}

Xl
oLt

%
1% od
o rlo

3
]

3 |
=t ol
8

M mo

o

r
ne 0H1

UIF >

ZH I

]

Detection of route release is not
possible or interface error
HE2E 27 E= o5
QIEHOl A =2 2 X

W:

Comparably high frequency by
frequent control order output

Z2 oYY oz o
HUHOE 52 ool deE

H3

Failure of route
supervision
EZZA ATH

Train
Collision

gxss

C:

- Callision with following train
caused by the signal that does
not change to stop indicate
signal after a train entered

S dd ol ASIIHET
HAIZ HETT M0

SHIIS == =40l

m

Route  supervision  function
operates at all time when train
operation

TZ HAI= EX2H Al 1Al
H Aot 719

P:

Detection of interface error

oZ eHHOIA 2 2

W:

Comparably high frequency by
frequent control order output

S HojYY FHOR ds
HUECE g2 e e

C4 F2 P1 W3 4

H4

Failure of train
tracking
2= Jls
]

Train Delay
ST A

C:

- There is no train collision or
loss of lives as it is nothing to
do with routes or the control of
Signaling equipment, but the
position of the train can be
unknown due to the failure of
reception of Track circuit | C1 | - - W3 | o
information.

HAZFZ HE =4 22 2oh
STt RIS mere &= glelkt
TZE 2 ASEH M=
A0l HleBR 21 ==

CIHIEH= B8

HE
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o,

H Hazard of Risk assessment
azard : . . -
D Signaling Accident Parameter description @ - = | @
system level
- Train collision caused by the
train proceeding from the
neighbour station by the route
setting for proceeding direction,
although the overlapping route
of the neighbour station is set
OIF SO JETZIN LAFHE
ASHz =+ct2 dle
AolAle LS N2 H 0Tt
. HEE AE UM Ol 2=
Failure of route . - = _
direction setting ga::p_ Satetel EE0ts40 US
H5 HNewe 83 :, '1‘3; F: C4 |F2 |P1 W3 | 4
| 2u== Direction seiting occurs the

most frequently while operating
EIS, since it is closely related to
route setting and route release
derdo=s 22 248 2
oHE M HEe 2t} gleez
CSEI 2 Al JHE BIHBHA
2oL sy

P:

None 218

C:

- No effect on train collision or
accident as it is nothing to do
with route setting, because EIS
Train Delay received only the erroneous
EP e status of Signaling equipment c1 - - w3 0

NS HE gtE 2R 22

Error of status of
Signaling

H6 equipment

L SHH| AEH g
7

SHZ AREFHIISH=E
FRoI0 XSS L AlD0=
HEE FA ¥

C:

Failure of control
Nothing to do with train collision

7 authority control Train Delay derall : 1 Wa 0
or derailment - -
Mol & ™Mo E=pypagel _ =
N £x HORE A= 27 ZE U
st

8.2.4 Consequence analysis; 211} &4
The identified risk factor in IPEIS and its consequence effect was analysed.
IPEISOIM A& 28 24291 0[0f (HE Hit 240| +=H#E|RALC,
The following are possible accidents at the train level.
CHE2 SXHALE +=E0 A U 7HsTH AFLLO|CL
- Collision; =

—  Derailment; &4
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— Explosion; 4
- Pollution (Gas, Liquid, Fire near the train); @ & (7t2, HH|, Fx} 2| & Sz
—  Choke (caused by Gas, smoke); 24| (7t B &, H7])

— Bumn (Flair, Gas, hot surface); 2t&H(=tg, 7hA, EHE2 EH)
—  Electric shock; ZHH A
- Fall

Train on platform;

Inner of train; XH2F L&

Over rail or between train and platform; #l= ¢ 24 £= EHE

BUE 9o Ext

—  AhEte| 771 Ql; Trapping of persons
Q& 20 2|8 M; by external doors

L& 20i 2|8l M; by internal doors (gangways)

- AtEof Ci3t 32 Impact on persons (object striking persons)
- HEthCuts

1f I ALO

Following consequence analysis results are derived from among above accidents.

21| 7hsTh Atz o2 e

=407 EFE AL

Table 10 Consequence Analysis; 213t &4
Hazard .
ID(IPEIS) Hazard (IPEIS) Cause (IPEIS) Effects (Sub-system) Accident
No  dangerous  situation
occurs or no route setting
Erroneous route setting by done by the decision of IPEIS
the failure of ATS/OPC/RC | ATS/OPC/RC despite erroneous control | _
AC-HH control control error; order Train delay
ATS/OPC/RC Klof 2tz | ATSIOPCIRC | w=a jon me e mou | 25 U
olEt EE AZ 4F Mo 2= IPEIS 2l BHEIOZ 213
N=LFS obAkl AL
FIEeE A4S0 HATX S
Train moves to wrong
position by the IPEISs
erroneous interlocking logic
Erlrunle?us " calculation when route setting
:2:#0? ;Orpor and | order sent from ATS Train collision
Erroneous route setting by RE Hae2 ATS 22E H2LE 0| | azz=
the failure of Interlocking | 5, Hla EE T HHEE FRIPEIS =
system control = ™ HE=2 HHE Z2 6lH
IPEIS-H1 Interlocking system |01 SLHT 20k0r @ 22
AZ ole 2R T2 2AE SN
=E= Point Machine is set to
. . reverse position by its failure i
Point - Machine | 4061 gh PIEIS controls it to | Train .
failure collision/derailment

HEMEDI| O

normal position
IPEISE HZHEIIE
= Moot RS L

g1t ES/2
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Hazard

ID(IPEIS) Hazard (IPEIS)

Cause (IPEIS)

Effects (Sub-system)

Accident

HEAEI| DFo= ol
HAZEET| T Ao =2

Track
failure

A=z 0FH

Circuit

Because train occupation
status is unknown, a ftrain
could enter following the
proceeding signal indication
although a train exists
IPEIS = 21l ER4EE &
4 gls wAE X2
HAZAN EWE T
E-ct] LSO Tt
2t A E s40l S

Train collision

2a =

Erroneous route release by
the failure of ATS/OPC/RC
control

ATS/OPC/RC M0l & THZ

plet 2 EZ ol

AO-H2

ATS/OPC/RC
control error;
ATS/OPC/RC
HO 2=

&g
No dangerous  situation
occurs or no route release
done by the decision of IPEIS
despite erroneous control
order

ZEXRE MO S8 Ut H2Lf
IPEIS o] o=z 2l E 2
HES ="atAl FAHL
Flest HE0 BT

are
Es

Train delay
gy

Erroneous route release by
the failure of Interlocking

system control

IPEIS -H2 Interlocking system X/ 01

Az els #RE A2
o &

Erronecus
calculation
control error
ZREHMRT
LHAH 2R

and

Collision  between  trains
could happen by erroneous
IPEIS’s interlocking logic
calculation and it does not
control Signal to indicate stop
signal, when the train entered
and passed the route.
Z2atale 2B dgst &
SihatE d=2 IPEIS =
Az =p BEHs TX 6tH
S8 A MOootAl &0k
2t SEE FLE

Jrs40l '8

Train collision

2 ES

Signal failure
&SI OF

Signal keeps its indication to
proceed signal due to its
failure although EPEIS
controls Signal to indicate
stop signal when the train
entered and passed the
route.

A EE IzE s =
SW5HAES T2 IPEIS =
MEI0 FHT HASE
Hogtdelt s
IECZ eg) T HAE

e

Train collision

2A ==

Track
failure

A=z 0FH

Circuit

Because train occupation
status is unknown, a train
could enter following the
proceeding signal indication
although a train exists

IPEIS = EXI HRAHE &

Train collision

2 ES
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IE'(*I';aE’I‘s') Hazard (IPEIS) Cause (IPEIS) | Effects (Sub-system) Accident
= gl= 2HE 2304
HAZAN EWE T
Evotn AEASO Tt
2o Y IsEH0l (S
Signal does not indicate stop
signal due to IPEISs
erroneous interlocking logic
calculation by the
Erlrcnle?us " erroneously received
caleulation  anc | information when a train | Train collision
control error passes the route section. -
EREANQT | agoi e pAg UEN |
= R0 25 TRE 4 Z2ol o
IPEIS Ot HE=2| Bt E
ZZ ot MZBIE B
BAE MIIX ES
Point Machine is set to
reverse position by its failure
. . although PIEIS controls it to
Point  Machine | 5ma) position Train
failure - collision/derailment
IPEISE HZHEIIE 2 =
HETEIN D | oz yosgoll gxzze
Erroneous route supervision dEHe| 1ge= ol
by the failure of Interlocking SAZHSI| I erdo =2
sysiem information Signal keeps its indication to
IPEIS -H3 reception proceed signal due to its
Interlocking system 2| & & failure  although  EPEIS
ol AI| 2 et Z2E confrols Signal to indicate
EIZ 2HAl stop signal when the train
. . entered and passed the . L
Signal failure route. Train collision
MEI| 0E Aoty AzE Ags = | 2R SE
Eltctel= ZR IPEIS=
MEI0 FHT HASE
HMAstSe L &ED]
IECZ eg) T HAE
S Xlgh
Because train occupation
status is unknown, a frain
could enter following the
Track Gircuit proceeding signal indication
fari?li'e IFCUIt | although a frain exisis Train collision
[ IPEISE X HERYEHE 2 | ===
AZSZAE | 2 g moiz @0
HAZAN EWE T
E-ctl A#ASH T2t
2o Y IEH0 RS
Erroneous Signal release Signal does not indicate stop
by the failure of Interlocking Erronec!us signal du}a to . IPEIS‘.S
system contral calculation and | erroneous interlocking logic Train collision
IPEIS -H4 ] control error calculation by its DB error o
Interlocking system | 0f == ¢ateez | whena train passes the route 2 E=
allZ ot #RE &2 o = section
S U Ho 28
one A0t EE FAE TUBA
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Hazard

ID(IPEIS) Hazard (IPEIS)

Cause (IPEIS)

Effects (Sub-system)

Accident

IPEIS Ot XtZI DB gt [ 2
oigh s =2 BeEs X
ot AISDIE EA EAME
NIIX &S

==

Point
failure

HEHED| DFE

Machine

Point Machine is set to
reverse position by its failure
although PIEIS controls it to
normal position

IPEIS=E HZHEDI|E
HIZ HoHstH 2Lt
HZEED| DEOZ lah
HAZEEI|I A 2

Signal failure
=ik,

Signal keeps its indication to
proceed signal due to its
failure although EPEIS
controls Signal to indicate
stop signal when the train
entered and passed the
route.

A EE IzE s =
SUotE R IPEIS =
MEI0 FHI HASE
Hotatglel A5
nFEcz el M HAS

SAE

Train collision

2i ==

Track
failure

HEszZ 0

Circuit

Because train occupation
status is unknown, a train
could enter following the
proceeding signal indication
although a train exists
IPEIS = 2X E/4EHE &
= gl= ZAHZE 23t
HAZAN EWE T
E76t) MBASol et

A EYE IsH0l S

Train collision

2 E=

Erroneous Train Number
Management by the failure
of ATS/OPC/RC control
ATS/OPC/RC M0l & THZ

olst ZRE ERE S|

AO-H3

ATS/OPC/RC
control error;
ATS/OPC/RC
HO 2=

The control order itself such
as Train number input,
correction, deletion is nothing
to do with train accident or
loss of lives despite
erroneous control order
ZXE MM =3 W B2l
A YA, =F AH S
MO B I ET MDD

2 IO eHE e

Train delay
=R aeape]

Erroneous train tracking by
failure of Interlocking
system information

IPEIS -H5 reception

Interlocking system & £
=6l A= elst 22

R

Error of Track
Circuit
information
reception
process
Hzs=Z
HE=So 2 Hel

2R

and

There is no possibility of train
accident or loss of lives by
failure of train number
management from  wrong
calculation by Track Circuit
input

HA=EZ0MH E02=E
2ol Hoh 22 ©et
HAMEH EXESE 22| It

Train delay
[=RNapNje]
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IE'(*I';aE’I‘s') Hazard (IPEIS) Cause (IPEIS) | Effects (Sub-system) Accident
S| X Ao olZ elal A
ZiEE EMMD R
ol = gl
There is no possibility of train
accident or loss of lives
because a train does not
move to where dangerous
f et although  wron direction
E? ilure tf?; dlregli;::‘r:’econtrgll( ATS/OPC/ R.C cancelgfunciion cgc‘»mrol order )
AC-H4 ATS/OPC/RC control control error; =2 Mol "ol L Train delay
ATSIOPC/RG %lof &gz | ATSIOPCRC | o) war 214 Jjs2 mof | 24 U
olet e ol &) Aot 2= = A 2RSS
2t olFal M= e E
TASE WA S0 8=
2A=E 23 A
QI G o= Rarel
Train collision caused by the
Reception and | train proceeding from the
o process function | neighbour station by the
Erroneous‘ dlrecllor] conirol | of erroneous | route setting, although the
by the failure of |nieﬁace input information | overlapping route of the
between Interlocking | from Track | neighbour station is set Train collision
IPEIS-H6 system and  neighbour | Gircuit OIE o] A= FZ I} L el =
station - g 2 E=
91 o Interlocking system Ees :%!EJE‘ Ashz Eroto g
E}OI;‘HEIOMNEHE A== Ao el &=2H oot
O‘;; o m_stE HEa 2 2EED0 ed %‘UHH o=
AE AR e A Helols o= @xglel 28 2580
UE
Reception of wrong
information from Signaling
equipment, but it is nothing to
Failure of Signaling do W|_1h train accident or loss
equipment status reception | Erroneous status F’f I'Ve§ ‘by the  wrong )
IPEIS -H7 of Interlocking system reception information itselt Train delay
Interlocking system 2| zRE M o | AREHIZESE S5 2xt T
ASEH] AR SA AT HEE X SAEOH
Ex SHEFEE
AHOoZ=E 3 A0 2
elgilol 2t= 228
It is nothing to do with train
accident or loss of lives
despite wrong control
authority change or wrong
control order from
o Mg arsorore | S e
AO-HS5 ATS/OPC/RC control control error; P ot mem e Train delay
ATSOPCIRC Tiof iz | ATSIOPCRC | ATSIOPOIRC ST 258 | 25 e
ol ABHO AT Hot == Soiq o ot
=B 22X d==0/0 £8t
HHHE 22X
AL SO stH2tE
SAALD 2 el ete
SatEt
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Hazard

ID(IPEIS) Hazard (IPEIS) Cause (IPEIS) Effects (Sub-system) Accident
It is nothing to do with train
Failure of authority control | Erroneous accident or loss of lives due
by the failure of Interlocking | authority control | to the failure of authority Train del
IPEIS -Hs system control order operation control change. rain defay
gy

Interlocking system Xl 01 ax= det
AfZ o8 AEH O 2T | Mol 2

Hods g8 2=
I E ExtAt D &
AIjsl= gis
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8.2.5 Definition of Safety Function; 2% 7| 52| M2

As a result of the risk analysis, the following safety functions and safety states according to the safety functions were defined as mitigation

measures for the hazards.

g 24 ZI0 0 T Mitigation MeasureZ CHE I 22 ¢ 2|53t 2HH 7|50 W2 2

Table 11 Safety function; 2% 7|5

JEN7H Zol=IRct

Top
Safety S S Safety state of safety
I'I.l;zlslrd Hazard SIL | THR/h | Cause function Safety function description o
When receiving route setting command, only those
commands for routes stored in interlocking data will be
executed. Commands for routes not stored in interlocking Maintain related signal status
data are to be ignored. as off
HEEH =0 A ASOHOEN HFEO U= T2 ZEE LZI| off HEN FA
B2 HIHHEIE 36D A= COIEHH HEDR %2
TZH A= I 28 o= SAZ0FE
W ey signal of oute s i rofeced sate foute S0 |y st gl st
. as off
Erronecus EZo| AR 4B LS HEHOIY HZEE A=
Erroneous roule calculatien Ensure correct | 4|3/ pf 0 & SEE G2 off B B A
H1 setting 4 3% 107 :xfumm' r_;:::ge‘ If point machine and overlap protection point included in
T £ roule is in lock in opposite direction, route sefiing conirolis | Maintain related signal status
aRE AR 4y ERe A | H2EH 2T | 1obe ignored as off
2
2R AT ol BHE M2HS)| Y IFES MRREI(Y | Sus MET of ME 2T
DI S S HEY F2 AREE HHE SAD GO S
If a conflicting route exists for the route to be set, route — .
setting Ccnlrg\ is to be ignared. Maintain related signal status
as
de & ToE= B AE AN IO HELE
4O 3sn UBSE A2 E3 YOR SN ELET | cln aon AT
If route direction setting does not malch with signal go Maintain related signal status
direction, route setting control is to be ignored. as off
Route Direction & Z0| &1 & T8 &35 26X = THE MBI off HEI R
TOV SUD Korea Co., Lid. 74857581 Report DAEATI_IPEIS v1.0
29F, Two IFC, 10 Gukjegeumyung-ro, ev:1.0
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T SIL | THR | Cause Shiiy Safety function description e
D function Y function
MEHE FP UZEF MOE A0S
When route setting is confirmed as possible, as priority, N
signals of related routes are to be sef to locked state. :‘:‘"‘3‘“ related signal status
HEHH NsSZASE St IR FEH2Z S
B2s UB3IE ME HHE AHH0E HEE LRI off 9E 5T
During route setfing, if a track circuit be occupied. all point
machines on the route are to be moved and locked,
exempting the point machine that is included on the
occupied track circuit. Signal is o be maintained at stop Maintain related signal status
aspect. as off
T2 43 A ASIET SIE S 3R ote ZEE UFI| off HEI KA
20l R8s M2 HEIE KA E2 4o
HEEED| = Hat U HF 222 F2sin sds
FAMEHE STHO S
During route setting, if there be a paint machine mismatch,
all peint machines except the paint mismatch are to be
moved and locked. Then the route is to be locked. Signal is o X
to be maintained at stop aspect. Maintain related signal status
ZEH A HZHEID ELX HEIS BAR 2L
HEEEIE Ml O H2ENIIE G2 D HE, s L=l oft ) 77
UEHE =S Helstl A 20l= NS
FX 5010k 8
At route release, if a track circuit in the approach area is B
! ° Maintain related signal status
Prpeftemict- M
calculation Ensure correct a= = =5 . mEE Al ME 2
Erroneous route and control | route release ASIIE XS HoF & Hes andl o 88 #3
H2 release 4 [ 3107 | emor BHE a2 For stick lock| duri fte rel Signal is to
R B HE zRE AN | 57wz nz;]&__m: ing area during rorie refease, Signalis Maintain related signal status
L HHSE as off

AZ MY N ER4E P20 IS UBIE FI
ESor g

EAEl 4TI off HEI KA
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Top
Safety . - Safety state of safety
H.ai:;rd Hazard SIL | THR/h | Cause function Safety function description e
During a signal go, if the first track circuit in route becomes .
occupied, Signal i to output stop. y:.:':am related signal status
ERd] Ed = |
HZ IS TE R ASIE U A DB ET WweAE (=) off M S
= aH0t &
Maintain all related signal
Detect undesirable cutput or input status as off
PEER E= L0 e 2K LEE DE LB off LE
Ll
Wrong input Go for start signal is to be outputted only when route ‘ )
information diraction has been sat Maintain related signal status
from Track Ensul:esafs HE YE0 HEE MEHMHL ST ASI0 NN as
Failur of route Circuit decizion of i - I mEs 4130 off 48N B3
direction setting reception | S o " =
Hs Aewy 83 4 | 2x10° | and process
e zuqe | SEHON Has 1o detect that there is no train coming from the Maintain related signal status
AcEE CHEt oret opposite direction as off
Hoau g |HEEE HIC) WE S @O NG S MEE LXMO0EE | LS LS| off HE) BT
Hellls
Observation:

The functions related with following equipment were excluded from the risk analysis by the During the system life cycle, the implementation of
safety function should be traced using hazard log and it should be demonstrated through the calculation of FTA.

AAH $HFETI| SO Safety function0| 282 M 5|2 =X| Hazard logdf| 2|3 =% &£|0{0F 5} 1 FTAO| ©|sl 5 E|0f0f ThCt,
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Top
Hazard SIL | THR | Cause e Safety function description R
D
When route has been released though train has not B
approached the route, Signal is 1o oulput stop as a prierity. | Maimtain related signal status
S TIET HE HBUAH DZ B M ASIIE
EE LSBT HE KX
Su AT B0 E B8 wedloft 8E 21
:: r:ll.v;sr:;asa‘ peints locked by another route are not to ;A:ier;ftam related signal status
ZZ Y Al EtEZ0] 2ol HE S d2HEI =81 E 2 o
213 Solo) & ZFE MBD) off HEN KAl
At route release, repeating signals and advanced start Maintain all related signal
signals interlocked with route is to output stop. status as off
HEZHE AN LR HSE SH I, PLHH LEE DE AEI off HEH
ABIE BX 60 S 27
Detect undesirable output or input '::':r;"m relaled signal status
SHE T L0 o 2 THEE MBI off A 2T
If a track within a route becomes occupied during a signal P
go, then Signal is to output stop and maintain locked state. ':sm:l"fam reiated signal statue
Uz AW E EzWe Ao e HE ABd= B
TS MBI off 4EI X
S20iD H3 HENE STHOI R [
If a track within a route becomes occupied and then
becomes free during a signal go, then Signal is fo maintain | Maintain related signal status
Erronecus Ensure correct stop state. as
Failure of route :E:IS:FSI route s HY S UEHL AT AL SIREYUE TEAE MBI off 4E| KX
Ha | supervision 4 | 7x10° | orar supervision Al ASI= BUMEE ST G0FE
TZ2Al A R o M sHE Az If there is a point machine mismatch within a route, Signal o
EXE e ! i s Maintain related signal status
wHoies | 21 =S sy =
= = = v gl MmO off 4E) FI
E=Asi01 & oft 4El 24
If there is a point machine mismatch within a route, route is N
10 b in loched state. !A:l:':am related signal status
TZLHS HEFEII ZLANE P ARE HF
S A e
AEHGIO} & SHHE L8] off HE} R

TUV SUD Kerea Co., Lid.

29F, Two IFC, 10 Gukjegeumyung-ro,

Yeongdeungpo-gu, Seoul, 07326 - Korea

phone: +82-(0)2-3215-1197
e-mail: seung-tae ha@tuev-sud kr

74957581_Report_DAEATI_IPEIS_v1.0

ev:1.0
Aeport-No. KA20015T
2020-07-29

page 42 of 60

400




9 System Specification; A| A% HA|

9.1

Requirements; 8 A

A complete and proper documentation of system specification is a mandatory to design and
implement a system in detail including physical, functional and interfaces.

ALE HHE AA-Y MA U PHE l6) AAHS B2|X, 715X £ elEH 0| 20|
CIHME RHIZOR EABHEl0f L0jof Bict,

9.2

Execution / results of the inspection; Z=A} A%8,Z 1}

The system specification of IP based Electronic Interlock System consist of following
documents:

Annex 2-1. Specification of IPEIS [D9]

Annex 2-2. Point Machine design specification of IPEIS [D2]
Annex 2-3. Sighal Module design specification of IPEIS [D3]
Annex 3. Safety Design Specification of IPEIS [D6]

Annex 5-1. Specification for the Maintenance Console of IPEIS [D7]

The system specification for the communication based interface is documented with following
documents:

Annex 1. Interface standard specification of IPEIS [D18]

Note: The ‘Interface standard specification of IPEIS" is established and distributed by
RSRA.

Annex 2-4. System communication specification of IPEIS[D4]

Annex 5-2. Communication protocol specification of IPEIS [D8]

A test specification for the communication based interface is documented as following
document:

Annex 2-5. Communication test specification for IPEIS [D5]

P78 XA S YR o] Al dH= 31 20| M=o R(CH:

g 21, IP7|2 HAESEA AL A Do

HH o2 IP7|E}

ra

At

re

S MEHEI|ZE DA AL [D2]
A 23, |P7|E FX

2 3. IP7|E WX AZT YA AFHGEAMNLENM [De]

A

A

e

=
[=]

oA

MZ 7|2 E HAHAYM (D3]
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- N s P HAFIE A AL AL [D7]

SA7|H PIE T O 20f Tk Al E

X

Al

rir

SEAIP7|H B {AASZ A CIE| IO~ HE AN [D18]

CHZ3t 20 = Aot of QICk

&

Note: IP7|th M MAIASEK| QIEHol~ BE ALYAE MEMNBAYARERI0]

(=]

Ol Al 2|3 U3 | QAL

o]
AA
— HH 2.4 |P7HF HATHZEA] AlA

iy

S 41 AR [D4]

- HH 52 IP7|H HAAS TR S

=
[kl

ZES AIZA [De]

SA7|Er BIE T o]~0f ThDH Al A2 Ths EA U F2lHo RICH

- HH 25 IP7|H HAHUZ A AIAHSY AlSA

The overall system architecture of IPEIS is as Figure 3:

o RoC CBTC g
Inierface L= 7=

[ [ ] Al LY il
Ao s ot Hop = ATO T n& Aflj-ii@

HAR E AT |
Ho 5

10 Satetydl =¥ L

Eesae g

asn - as  JE awm g o 3E WA e
P N <z Y [l e N
z N Z ™ T 7 Y
N~ N 7 i SN~ 7
Figure 3 System architecture of IPEIS; IP 7| 2FHXIH ZHA[o] =

The IPEIS is functionally composed of ILS (Interlocking Logic System), 10S {Input and Ouput
System), OPC (Operator Console), MTC (Maintenance Censcle), Optical Fibre and other
equipment (UPS, Relay rack). It interfaces with trackside signalling equipment (track circuit,

sighal, point machine, ...} via terminal blocks/connectors.

Following Figure 4 shows the implemented redundancy ethernet architecture of IPEIS.
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Figure 4 Redundancy interface architecture of IPEIS; IPEIS 2] 0|3 U E93 =

Detailed assessment result of IPEIS System Specification refer LOP [D15].

IP7|8F EAIAZ X9 AAR f2E= Figure 32F 4C) IP7|U XA I = J|sHoR
AT =20 AZE=2A|~R(ILS), YEHAAH(I03), HAIHOF(OPC), FAESFR(MTC),
dst8 W TR HAups &AL AEZH HihER LHED, 2HUE Se AR
RS, M37), H2EE7] Syat §HH o]~ Fict

L} Figure 4= IPEISS| O|5H 22 FeE o|Hul #25 LIEPHCE

Observation:

The system design should be based on system requirements specification and its
completeness, traceability and consistency of contents should be verified.

Al2RL A AL eHMN S BA Stn dAE BN OisjA= Y, FAY,
Tt 20 2Ed tis M= 4S5 ofor Dot
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10 Safety Concept design; 2% 7i'd 44|

10.1 Requirements; 8 LAlE

The system safety concept should be available and documented to implement and test the
system. The detection of fault shall include hardware, software and configuration data. The safe
state of each safety function should be defined.

Al=glo] obE I ol AlA-Of Chieh 22 8 Al"E fIohA YRED 2MEO A0{0F BHC,
agol ot AXl= StEof, 2ZELof W Y HO|HE EE3toof giCh eHH 7|50

U ¢S HEN7E YRE 0 fLojof i

10.2 Execution /results of the inspection; ZA &%3,Z 1}

The system safety concept of IP based Electronic Interlock System is available and documented
in Annex 2-1. Specification of IPEIS [D9].

Following Figure 5 shows the system start-up procedure of IPEIS and it includes system
diagnosis before start operation.
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Runningmode & S A 7|2 2

Sl Task 715

T

HE Task 7|5

systern 2| Task 7| S (p/p X T2 H{H FICh

Ready mode

*g 7HE4 2 ofolgf Bl

b

Start-up mode |

(Booting)
0| 22| ECH(FLASH, EEPROM, SDRAM)
|
H/ W Device I T (CPU device, 4 ZE 5)
|
H/w Repister &=7|%} 9 FIEH
|
Power ON

HiwW

rr

Figure 5 System startup procedure with diagnosis; TITHS ZHsl= A AH AE HA

When the IPES detect fault of system then it shall switch to defined safe state. The kinds of
detectable fault and its safe state is defined as following Table 12.

The Safe State of ILS including Safe State transition command to 10S. Even though the
transmission is failed the 108 will detect link fail and it will switch to Safe State. For the safety,
the Safe State of I0S will cut off power source of output ports.

When the system operation mode is switched to the downgrade mede caused by safety
operation, the 0S5 cut-off the output of the 1st output medule (VDO #1) and cut-off the VRD.
Through this, the output signals of all output modules (VDO, VPD) are designed to protect the
danger by operating with safety concept.

Table 12 Safe state of IPEIS with fault; IP 7|4t FXAFZHX| 9 Hof R 0= gHHZ
=X}
[=T |
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Operation Fault type
type ol RE

o

Safe state
OtEE S5

Detect fault during
diagnosis on system device

A AH Device T T EHoff

DB Interlocking Mismatch
between channels

Nzt A5DB 2LA

SW mismatch between
channels

Az sw ELX|

VRD diagnosis during start-
Initial start-up | up

x771& 27| VRD TIE Zol

Interlocking DB mismatch
between redundancy
system

Azt 2= DB =YX

SW mismatch between
redundancy system

Azt sw =LA

10 module configuration
mismatch

1028 FEEE =94

Safe-State

(Output cut-off by
VRD

VRDO| 2|3t £8
KHEH AHE)

Safe output Cut-off by
108

I0SO| M Safe output AT

Link fault between ILS-10S
ILS~10S 7t Link Zoff

Safe state of other channel

HCix)'d safe-State

During

/ Input mismatch between
operation

ILS channels and error on
Zx = synchronize

ILS A 27t Y=Y =YX
% =7|=t Zof

Fault of IO module

10 2& Zof

Safe-State

(Output cut-off by
VRD VCRO|

o3 =3 XtEt
HEH)

Safe output Cut-off by
108

If the standby system is
normal state then the
standby system will
switches to main system
and start operation with
standby system

I0SO| M Safe output X+
ofiHA By SEHFY

A OHAZ EA
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Operation Fault type
type ol RE
=815

Safe state
OtEE S5

Port fault of IO module
(more than 3 ports faults per
module)

0 2E ZEHMNZES
37404 Erolf Al)

Fault of COMM module
COM 2= Zof

VRD invalid input
VRD £78YH

Communication fault
between redundancy ststem

Switch to safe
state in case
system is

Main system remain

A7t £ A Eof standby mode normal operation
oo e | TS BEEH
Safe-State

Invalid input

2549 Cut-off VRD

. C If the standby system is

Invalid output VRD AtEH normal state then the

T standby system will

FEEH switches to main system

FUSE fault If other system is | @nd start operation with

= normal operation | Standby system
FUSE Zof then cut-off VRD

ATHA ® A S5

Y Z2 VRD
xhck

OfjH| A MAF SRl
AL oAz 2H

IP7|HF EAFQIS RO A|AEI0| CHSH

2 M21g(of et

CHS Figure 5 & IP 7|8t

AAE TIEHE S35ka Utk

—0 O

HHF g2 Pl

TRHAS IR ALY AZ FAS LIEIHL QL2

HMASZA MSA DT

oo 2% AE Hof
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P7gh MRSSHAL AlAEO RS HASHs FR0 AAHL Holg o A=
ks

Tstz|ofof g Zio|Ct AX| 7t 1Fe| SFe 0|0 2 M Ef= Ct2 Table 121 20|
HolZ[f ULk

& =2|Fo| 2HE HEl(Safe sta1e)E HHE CHUEE Safe state ME HE HE2 EHSICH
OHoF FE Am7r ey AL §F CHYRs dF =224 oid lnk falE &X|5H0]
FH ALEH (Safe state)2 T EHSICE $i & CHatE o] OFF AEY (Safe state)= S 28l 25 =&

o
1@ Z ATHStet

roe

>

[

Aa" 2F ZEJ HWZE FE0| 98] Downgrade ZEE FEHE HL 10Se
EY I S(VDOM12| OUT1S| £ Z Atctsto] VRDE AHHHA|F BRE £ EE(VDO, VPD)2
£z KErE|o] M E X2 oto] fIH 2 XS E A =lof Qlct

Observation:

The system safety concept should be verified focus on derived safety functions from risk
analysis.

Al QP N2 2{HE 2HM REE M 7|52 2O HESE00F ST
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11 Data Integrity of message; HIA| X|2| H|O|E| & d

11.1 Requirements; 8 LAlg

A complete and proper documentation of interface specification is a mandatory to show the
compliance of EN 50159 standard. It is especially required when the interface data is used for
the safety-related function of the system.

2ESt HES AHHO0|A FM = SAHHO|AZE EN 501590 RREE 2HF7| M=
Z0[Ct 53| 0|2 CIFH|o|~ Hjo|E7t A|~e| ShED A El 7|50 AHSElE 320
I| A

20|t

11.2 Execution / results of the inspection; ZAL &3#/Z 1}
According to the EN 50159, the transmission systems can be classified into three categories:
EN 501590] el M& A|A"RE 37tX| ZHH D22 25 E =+ RUCL
— Category 1 consists of systems which are under the control of the designer and fixed
during their lifetime;
FHE|D2[12 AR SH Stof ASH A2H +=FF7| I DHE AAHoER
FAEICH
— Category 2 consists of systems which are partly unknown or not fixed, however
unauthorised access can be excluded;
- FiEHZZ)2E R2XoR YA K| BAAHU B2HOE £HE[= ALK T S
U HEE =+ U= Magez FHECC
— Category 3 consists of systems which are not under the control of the designer, and
where unauthorised access has to be considered.
- 7tH 12|32 dARe| X Btof| AUX| D, SAEX F2 2= A8 EE ALEeR
T E

The transmission system within IPEIS can be categorized as Category 1 or Category 2 based
on the configuration of network system.

IPEIS Lf H& AIAES HEYI AIAH 70| 7|8r5t0] 7 22)1 B2 7H8| 1228 2RE
+ ULk

Figure 6 shows the threats/defences matrix to show the defence can provide protection against
the corresponding threat.

Figure 62 31% SIHo| Cf =% 7|52 HIg + U
OfE2AZ LpeptiCt

rir

2ol ohEol chet fIE/Ao
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Table 1 — Threats/Defences matrix

Defences
Threats Sequenc | Time | Time- Source | Feed-back | Identificatio | Safety | Cryptographic
e nwnher | stamp out and message | nprocedure | code techniques
destinatic
n
identifiers
Repetition X X
Deletion X
Insertion X X* x° Xt
Re-sequence X X
Corruplion X° X
Delay X X
Masquerade X® X" x°
*  Only applicable for sourca dantifier.
Will only deteat insertion from invalid source.
If uriqus identifiers cannot be determinad bocause of unknown users, a cryptagraphic technique shall be used, see 7.3.8.
" Application dependent.
®  See7.4.3 and Clause £.2.

Figure 6 Threats/Defences matrix (Section 7.4.2 of EN 50159)

The interface specification of IPEIS is defined and documented with following:
IPEIS2| AT 0|2 FA|7FFeE|ffn the EM0 7| S = U
- Annex 5-2. Communication protocol specification of IPEIS [D8]
28 52 IP7|E AASHA sS4 ZRES AL M [Dg]

The interface between OPC and IPEIS is defined as Non-safety and its safety integrity level
corresponds to SILO. However, according to clause 5.1, 5.2, 6.2, 6.3, and 7 of EN 50159
standard, it is defined to assure the safety of software communication data processing as
below.

OPCet HAASHAIZE AHHOIAE Non-safetyi FolElo e, ¢HREd FEE
SILooi s ElCt 22{Lt EN50159 714 5.1%, 5.2, 6.28, 6.3%, 780 2|AHstof CtE21t 20|
+ZEQoMoz SO Hale AT YES FESIEE Fol= o ULt
— Requirements for errors in communication data

stlHolHe eF Hd ad

Regarding the interface between OPC and IPEIS, faults that may occur are as below.

OPC ot FXIAZEA| 2+e| UM 0|20 M Ll & Q= dgt2 thE3t 2o

B Reception of the repetitive identical message

U= E ol SoIBA|X|Q| 41
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B Message deletion
HAIR[2] AFH|

B Reception of the re-sequence message
HAIK|S] =AM E =4

B Reception of the erroneous message (transmitter identifier error, type error, value
error)

LRI EHE HAR(EU?| AER 2R, HEl 2F, &t 2F)2 +U
B Reception error of excess of the defined limit time
KZAIZE =0 R
- Techniques applied to error detection of communication data
stlHolHe 2F HE0 HEE 7|

B For detecting faults that may occur in the interface between OPC and IPEIS, the
following techniques are applied as Figure 7.

OPCel FXAAZEHX | CIHE 0|20 Ede &= Qs ATZ =57 I8l
CHS Figure 710t Z2 7|2 E0| HEEIC}

Support detection methods and error detection; Al & 2E J|g L @5 H=
itizzis Sequence | Time Time-out igsﬁzﬂm ad Feed-back | Identification Safety Cryptpgraphic
number stamp idenifirs message procedure code technique
Repetition X X - - - - - -
Deletion X - - - - - - -
Insertion X X(2) X(1) - - -
Resequence X X - - - - - -
Corruption - - - - - - X(3) -
Delay - X X - - - - -
Masquerade - - - - X(1) - R -
X = FHE S0 UHotol 2F d=
F(1) S YEH0L 2 ZI=2ES0ME @F HEE e FHR0 Y Jiss 428 480 = =482
S0 UCH B HME S SHE AIAR012] 20l 2H45HA 2=C0H10 JFE sl
F(2)=d MBI oMM BE Jisotl] Ractl €2 =2 FH2 422 A
= (3) HHE HY S ALY IR0 SAG0IE=E D& ABNE IE H5(2SH sIEE)0
Oloi A OIFH ALY JrEGHH Q& 2t M EAI B Type AOE HZ8HLE

Figure 7 Threats/Defences matrix for OPC-IPEIS interface
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The sequence number is applied to the message to detect errors in message
repetition, deletion, insertion, and re-sequence.

Message®f =M # =7 HBE|0] Message®| HHE, 4|, &&, =MIHEIEo
REHE

Time-out for pre-defined delay is applied to detect error in message delay and
communication loss

AT ZolE K| A0f| ChE Time-outO| H&E|0] Message?| X & S4 FE0|
st eRe dE

Safety code (CRC) is applied to the message to detect data corruption errors

Messaged| 2t R E(CRC)7t HEL|0 GO|Ee| =4 LFE HE

Source and destination identifiers are applied to detect insertion errors from
invalid sources

SNt ZHE MEXTI HEL 0 FESH EE THEIRHO HY 2R E
a8

32bit CRC safety code is applied to the message frame to detect whether the
message data is damaged

Message Z2H &0 CHall 32bit CRC FHBEI HEE|Of Message GlO|E 2]

Y022 HE

For data integrity, CRC32 is calculated from the Sender identifier code in the Header field of the
message to the last data in the data field and fransmitted with the message.

Hlo|Ee| FAME 28 HA|X|2| Header field 2| Sender identifier code $E DATA field2|
OFX| 2} GOl EI TEX| CRC327t HAHE|Of A K| 2 ZH0| & Al EIC,

Used CRC-32 is as below.
A8 El CRC-32 = Chaat 2Lt
- Seed: 04C11DB7 hex

Ch 4] (polynomial): X2 + X26 4 X2 4 X2 4 X184 X124 X1 4 X104 X84 X7 4 X2+ X* 4 X2
+X+1

Error detection and mitigation measure

In the transmitting and receiving between OPC and IPEIS, For the error protection and error
detection of the message, the following techniques are applied.
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OPCe} MXtA Z& A = Messagel| &4t =410l A Message2| o214 x| & o2 HES sl
Ch2at 22 7|80 M8 ot

Error protection. Of| 24 2} X| &

To protect the duplication of STX or ETX of the transmitting/receiving message between
OPC and IPEIS, the Stuffing character (DLE) is applied. The stuffing character is
80hex.

OoPCet HAASHA| Zte| &4l Message= STX L= ETXS| 55 HX|E 28

Stuffing &*AHDLE)E ®&. Stuffing&*HDLE)< 80hex.

Error Detection: 0|2 HZE &Y

For assurance of the integrity of communication data, the message between 1/O
subsystems includes the diverse method in the message for error detection. For error
detection, the applicable methods to the message are as below.

SAOolEel AzdZ sty sto] TAASEHAE|Q VO Subsystemzto| FE
Message= 021 AZEZS 2Iof Message LHOI| CHFeh &t 2 Z&tstn QICt of2f &2
23l Message®l|l M X & 7t5TH -2 CHE ot Zch:

B The sequence number is applied to the message to detect errors in message
repetition, deletion, insertion, and re-sequence.

MessageO =MHZ7t HEE|0| Messageo| HH5, AH|, &E, =AMAH{E2l
LREHE

B Source and destination identifiers are applied to detect insertion errors from invalid
sources

Xt TAK| AR S E|0f S| %2 FNEHE 4 958 AT

B Safety code (CRC) is applied to the message to detect data corruption errors

Message0ll 2t R E(CRC-32)7t HEB &[0 HO|He| &4 R E HE

B Expiry of predefined delays such as maximum response reception setting time AS
and maximum frame reception setting time AR is applied to detect delays in
messages and communication loss

O S A 2FPAZ aset Hof =YY =4 dFAIZE AR & AFE FHelH
==
=

X| o chst 2H7| 7t B B £ 0f Message| X|¢ 8l S¢ FHol| Cist 2 FE 4

B Assumption; 7P
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Observation:

As it recognizes real-time information by applying sequential polling, it is
assumed that there is no delay error that exceeds the expiration date of the
message and that is re-sequencing the message.

=XH Poling ¥A2 HE50 MAZF HEE QUXGIEE  Message?l)
Ag 7ot £1} 8l Message®| &Mt v = X9 2 7= gictn 7+d

It is assumed that message masquerade does not occur because it is a closed

single communication system.

Message?| /&2 Hid T S4Y A2H0[7| W0 LHSHA| G=rta
7t8

According to the provide specification, the specified interface specification fulfils the
requirements on EN 50159 standards which can be used for safety related data communication
if it is correctly implemented and tested.

HE
7

EHEME ZAHZ 2 O BAIE AEEO[A M= EN 501592 RFAIES TS Rlon
0| A2 SHIZA FRED A[YE= 2900 HEO 22 E GIO|H SHEH 0| A0 AHSE == UL
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12 Testing; A&

12.1 Requirements A

The test/inspection plan shall include test/inspection type, test/inspection procedure and test
cases with pass/fail criteria.

AlF/EA AEE2 AEEAN SR 2EAEN d8n
AO|A5ES ZgSta A0 B

SIHHTOf Tt YFE Eosts HAE

12.2 Execution / results of the inspection; Z=A} H3/Z 1}

For the testing of target system an ITC and two test plans were documented as following:
— Annex 6-1. Inspection & Test Checklist - Test Station [D10]
— Annex 6-2. TS02 station_ITP_20181130 [D11]

— Annex 6-2. TS03 station_ITP_20181130 [D12]

Tests were performed based on the checklist for the communication protocol, which was
defined between each system, and the test results were documented as follows:

— Annex 2-6. IPEIS System communication SW test report [D13]

The IPEIS is has redundancy architecture including network system. The network switchover
test results for redundancy communication channel was documented as following:

— Annex 2-7. Redundancy communication switchover test report of IPEIS [D14]
The test results were recorded in checklist.

It was checked that all test results in report were recorded as success and without condition
according to the test reports provided by DAEATI.

N Test ltem Test Description
0. E3
Alg BF Al W&
OPC - IPEIS Check whether message from OPC to IPEIS comply with
Message specification
1 ]
OPC — MAIHSXHA| OPCO|M HXAZSHA = TE0t= Message”t FEE X H
Message AtotCt,
IPEIS - OPC Check whether message from IPEIS to OPC comply with
Message specification
? | umorsan _opc | SHASEAI0IN OPCE HE3Hs Message”t S = 2Ix| &
Message ALt
Check whether control message from OPC to IPEIS compl
OPC - IPEIS ; el g Py
with specification
8 | Control message OPCOI A MXIASHAIE HEsHe Mol B2t YAHOIX
OPC-TAAZZA | ppeicy.
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. Test Item Test Description
0. E=
Ag BF Al LHE
Hol g8
IPEIS - OPC Check whether indication message from IPEIS to OPC comply
Indication message with specification
| mxeszr_opc | DAFEEEX0IM OPCE REste BAl B2t HAHOIX
HA| He ApThet,
ID Generation for
indication and control | Check whether generated Element ID for Indication and
Control is correct
°  |EA LS D °
o FA % H01S Element ID 440 ZAE 0l HAFBHCE,
o o

YA Holl CHEH A|" 2 2lehA ITC2E 271 Hof A BAMAE M7t EMSHE| UL

- g#He61. A®E ITC[D10]

- Hd 6-2. Ts029_AlHAAMAZEN [D11]

- EE 62 TS03F A™HAAMAZM [D12]
2} A AE ZHof| HolZl EAM ZEE 20| CHsiM ChecklistE HIEC 2 A HO0| =8 E|lon AlY
Zat7t o2t Zro| 243t 2|k

- ¥ 26 IP7[E PAASHA AILEE L SWAIEEEM [D13]
O|Z5HZ T A2eolM HE Alxro] AFof M2 HEAZH Gy == 4ol e ZEH|
Algol =3 E[Qor ChZat 20| M3t QA

- EF27.1P7IE XASTA 25 A S HHAGEEHAM [D14]
AlY Z1b= Check listol| ZH4E|of ULt
CHOLE|OtO|2] Al EIAMO| CHEH 201 AN E1AMQ RE AEL 2F ¢lo] MZHoR
A2 E|H20| E2lE ATt
Observation:

The test report should include test target with detailed configuration including hardware,
software and data version.

AEEIME Al Ciaof CisiM SEEY O], 2ZEQ0f & HEH HEE Eosts THE Hi
FEIr ZeE|0{of Tt
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13 Conclusion; Z2

According to railway standard (IEC 62278), a complete and proper documentation is mandatory.
This documentation is needed for an Assessment to confirm the fulfilment of the system targets.

The safety analysis was carrying out and the results of the safety analysis are documented in
the IPEIS Safety Analysis Report [D1]. The control of derived hazards is essential to
manufacture and using the safety related system.

The evaluation of each document was based on the safety analysis process presented in EN
50126-1:1999 and EN 50129:2003. The evaluation results for each document can be seen in
LOP[D15], the safety analysis phase becomes acceptable after all nonconformities have been
completed.

In summary, total 45 open points are issued during inspection and finally all open points are
closed during assessment.

BE FH(EC 62278)0] OJ5HR, 2T HEt SABT} | ROICL BABHE ALY SEO
T2 Holots BIIE 2o Basth
RN EMO| $UEIYD WY B4 TS AW} 1P7|E X

t
D110 7|=E0f QUCh ==& 0| it Mofs 2HEnt B el AA'9 HE &

Zt 2X2| H7I= EN 50126-1:19992F EN 50129:20030| A HA|Sl= oHH A £M tH
7| =02 O|ROZFCH & BA ¥ Hrt ZIk= LOP [D15]0IAM =el 7Hs8tl, =28 82X
Atgto| 2F SEE|ofof ot 2t 2 CHATL =8 JHs5tA =ICL

Lot OIS st T 45702 HE AIZ0| A FEOM =EERQ2D 2ZE RS0
ot et s EEof Oj2te g52 glot

(Seung-Tae Ha — TOV SUD Korea)
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(45) TUV #HZF HiA ZARE

Ref Document ID |Title Date Rev.
Annex 2—8.IPEIS hazard & risk analysis report

[D1] IPEIS_S002 W 9-g [Pl AAGAEGH] O35 %A W 1A 2018.05.03 |1.0
Annex 2-—2. Point Machine design specification of
IPEIS

[D2] IPEIS_D002 2 99 1p7)ul AR %A A AR s 2018.11.18 |1.0
AR
Annex 2—3. Signal Module design specification of

[D3] IPEIS_D004 IPEIS 2018.11.18 |1.0
IP719F AT A AT 7| RE AAAFFA
Annex 2—4. System communication specification of

[D4] IPEIS_D003 IPEIS 2018.10.21 |1.0
M 2-4. P71 AAQAEFA A2PEA AR
Annex 2—5. Communication test specification for IPEIS

[D5] IPEIS_DO006 W 9-5 [P7|UF AAFAEGT] A EEA AF A 2018.05.29 |1.0
Annex 3. Safety Design Specification of IPEIS

[D6] IPEIS_DO005 W 3 [P AGAERR] ok A AFEA 2018.05.29 |1.0
Annex 5—1. Specification for the Maintenance Console

[D7] IPEIS_DO007 of IPEIS 1.0
M3 5-1 P10 AAAEEA fARFH AEA
Annex 5—2. Communication protocol specification of

[D8] IPEIS_DO008 IPEIS 1.0
W 5-2. IP7|9 AAAFTEA TA ZEZEZ ARFA
Annex 2—1. Specification of IPEIS

[D9] IPEIS_DO001 W o1, [P/l AAFAEAA AFFA 2018.05.02 |1.0
Annex 6-—1. Inspection & Test Checklist — Test

[D10] Station
B3 6-1. AP A_ITC
Annex 6—2. TS02 station_ITP_20181130

[D11] WA 6-2. TS02%)_A % 2 B A_20181130 2018.11.30
Annex 6—2. TS03 station_ITP_20181130

[D12] WA 6-2. TS03% A% AAHIEA_20181130 2018.11.30
Annex 2-—6. IPEIS System communication SW test
report

D3] My 26 P AdAEgA Azgga 20181109
SWABHAA
Annex 2-—7. Switchover test report for IPEIS -
Redundancy Communication

D14 My 27 P AgaEds  2ggpa P018108
AAABY A

[D15] o294 R &8 AR RuA - ARV RE 2018.11.30

[D16] AeFE GR &F AL BRiAN - AZVRE 2018.11.30
Annex 1. Interface standard specification of IPEIS

[D17] Hd 10 IP7I HE AXAFEA QlE o]~ %F(2018.11.30 (1.0
ApegA]
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